Mpuka3 PepepanbHON CRYXObl NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO
ot 18 cheBpansa 2013 r. N 21
"06 yTBepxaeHun CoctaBa u coaepXaHUs OpraHM3auMoOHHbIX U TEXHUYECKMX Mep No
obecne4vyeHnto 6e30MNacCHOCTU NEePCOHaNbHbIX AAaHHbIX NPU X o6paboTke B
MHOPMaALIMOHHBLIX CUCTEMAX NepCOHasbHbIX AaHHbIX"

FAPAHT:

CM. pasbsCHeHWs OTAerNbHbIX MOSIOKEHMM HAacTOsALWero npukasa npuBedeHHble B
nHdpopmaumoHHom coobeHun PCTIK Poccum ot 15 nona 2013 r. N 240/22/2637

B cootBeTcTBMM C 4acTbio 4 ctatbu 19 degepanbHoro 3akoHa ot 27 uonga 2006 r.
N 152-®3 "O nepcoHanbHbix fAaHHbiX" (CobpaHve 3akoHogaTtenbctBa Poccuinckon
depepaumn, 2006, N 31, ct.3451; 2009, N 48, cT1.5716; N 52, cT.6439; 2010, N 27,
cT. 3407; N 31, cT. 4173, c1.4196; N 49, cT. 6409; 2011, N 23, cT. 3263; N 31, c1.4701) n
NMonoxeHnem o ®PepepanbHOM cnyxbe NO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSO,
yTBepXaeHHbIM Ykasom [pesngeHTta Poccurckon ®enepaumn ot 16 asrycta 2004 r. N 1085
(Cobpanune 3akoHogaTenbcTBa Poccunckon degepaummn, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), NnpukasbiBato:

1. YTBepauTb npunaraemble CoctaB W cofep)KaHue OpraHM3auMOHHbIX W
TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTN NepPCoHarbHbIX AaHHbIX NPy X obpaboTke
B MHOPMALMOHHBIX CUCTEMax NePCOHanbHbIX AaHHbIX.

2. MpwusHatb yTpatmewmm cuny npukas ®CTIK Poccun ot 5 cdepana 2010 r. N 58
"O6 yTtBepxaeHun [lonoxeHnss o MeTogax W crnocobax 3awuTbl WHoOpMauuM B
MHAOPMALMOHHBIX CUCTEMAaX NepCcoHarnbHbIX AaHHbIX" (3apernctpupoBaH MuHioctom Poccum
19 pepansa 2010 r., pernctpaumoHHbii N 16456).

AunpexTop ®epeparnbHON CNyXobl B. CenvH
N0 TEXHUYECKOMY N SKCMOPTHOMY KOHTPOSTHO

3apeructpmpoBaHo B MuHiocte PO 14 masa 2013 r.
PernctpauyunoHHbin N 28375

CocTtaB u cogepxxaHue
OpraHM3auMOHHbIX U TEXHUYECKUX Mep No obecne4vyeHUIo 6e30nacHOCTH
nepcoHanbHbIX AAHHbIX NPU NX 06paboTke B MH(POPMALMOHHBLIX CUCTEMaXxX
nepcoHasnbHbIX JaHHbIX
(yTB. npukaszom PepgepanbHON CNYXO0bl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIIO OT
18 dbeBpansa 2013 r. N 21)

. O6wme nonoxeHus

1. Hactoawmn AOokymeHT paspaboTtaH B COOTBETCTBMM C 4acTbk 4 ctatbu 19
depepanbHoro 3akoHa ot 27 utonga 2006 r. N 152-d3 "O nepcoHanbHbix gaHHbIX" (CobpaHue
3akoHogartenbcTBa Poccunckon depepaummn, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716;
N 52, cT. 6439; 2010, N 27, cT1.3407; N 31, cT. 4173, cT.4196; N 49, cT1. 6409; 2011, N 23,
cT. 3263; N 31, c1.4701) n ycraHaBnMBaeT COCTaB W COAEPXaHWE OpraHm3aumMOHHbIX W
TEXHUYECKUX Mep No obecneveHnto 6e30nacHOCTN NePCoHarbHbIX AaHHbIX NPU UX obpaboTke
B MH(OPMALMOHHBIX CUCTEMax MNepCoHanbHbIX AaHHbIX (ganee - Mepbl No obecnevyeHuto
©e30MacHOCTM MepcoHarbHbIX AaHHbIX) ANS  KaXOoro M3 YPOBHEW  3alUMLLEHHOCTU
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nepcoHanbHbIX AaHHbIX, YCTAHOBMEHHbIX B TpeboBaHMAX K 3alumMTe NepCcoHarnbHbIX AaHHbIX
npu mx obpaboTtke B MHPOPMALMOHHBLIX CUCTEMAX MEPCOHanbHbIX AaHHbIX, YTBEPXKOEHHbIX
noctaHoBneHuem [lpaButensctBa Poccuiickon ®epepaumm ot 1 Hosibps 2012 r. N 1119
(Cobpanue 3akoHogaTtenbcTBa Poccurickon ®epepauum, 2012, N 45, cT. 6257).

Mepbl no obecneyeHnMio ©Ge30MacHOCTM MEepPCOHarnbHbIX AaHHbLIX MPUHMMAKTCA OnS
3aWmTbl NepcoHarnbHbIX [aHHbIX OT HEMPaBOMEPHOro WM CRy4YamHOro AOCTyna K HUM,
YHUUTOXEHUS, N3MEHEHWS, ©noknpoBaHus, KOMMpoBaHuS, npenocTaBneHus,
pacnpoCTpaHeHUs1 NEPCOHarbHbIX AAHHbIX, @ Takke OT MHbIX HENPaBOMEPHbLIX AEUCTBUN B
OTHOLLEHMM NePCOHanbHbIX AAHHbIX.

B HacTosiIlLeM JOKYMEHTe He paccMaTpmBaloTCs BONPOChl obecnevyeHns 6e3onacHoCTU
nepcoHasnbHbiX AaHHbIX, OTHECEHHbIX B YCTAHOBMEHHOM MOPSAKe K CBEOEHUsM,
COCTaBMALWMM FOCYQapCTBEHHYIO TarHy, a TakKkKe Mepbl, CBSA3aHHble C MNPUMEHEHUEM
LWnpoBanbHbIX (KpUnTorpaguyecknx) cpeacTs 3awmTbl MHGOPMaLUK.

2. be3onacHOCTb MNepcoHanbHbIX AaHHbIX Npu KX obpaboTke B MH(OPMALMOHHOWN
CUCTEME MNepcoHanbHbIX [OaHHbIX (ganee - MHOpPMauMoOHHast cuctema) obecneymBaet
oneparop UnNu nuuo, ocyllectensolee o6paboTky nepcoHanbHbIX AaHHbLIX MO NOPYYEHMIO
onepaTopa B COOTBETCTBMM C 3akoHoAaTenbcTtBOM Poccuickon ®egepaunn.

[ns BbinonHeHus paboT no obecnevyeHnto 6e30NacHOCTU NEePCOHanbHbIX AaHHbIX NpU
nx obpaboTke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuinckon depepauum MoryT npuerekaTbCA Ha LOrOBOPHOM OCHOBE HOpUOMYEcKoe nuuo
UNU  WHOMBMAOYaNbHbIN MpeanpuHUMaTtenb, WMEeKLMne JNUUEH3NI0 Ha AesATenbHOCTb Mo
TEeXHMYECKOW 3alumnTe KoHpmnaeHUnansHoOn nHpopmaumn.

3. Mepbl no obecneyeHntio Ge30MacHOCTM NEepPCOHarnbHbIX AAHHbLIX peanu3ylTcs B
paMKax CWUCTEMbl 3aluTbl MNEPCOHarbHbIX [OaHHbIX, CO3J4aBaeMOW B COOTBETCTBMM C
TpebGoBaHusiMM K 3aluMTe NEepCcoHarnbHbIX AaHHbLIX NPU UX 0bpaboTke B MHHOOPMALMOHHbBIX
cucTeMax nepcoHanbHbIX AaHHbIX, YTBEPXOEHHbIMU nocTaHoBrneHuem [lpaBuTenbcTBa
Poccuinckon ®degepaunm ot 1 Hoa6ps 2012 r. N 1119, u AomkHbl ObITb HanpaBneHbl Ha
HenTpanu3auuio akTyanbHbIX yrpo3 6€30nacHOCTU NePCOHarnbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6e30MacHOCTU NePCoHasbHbIX JaHHbIX peanuayTcs B TOM
yucrie nocpeacTBOM MNPUMEHEHNA B WMH(OPMALMOHHOM CUCTEME CPEeACTB  3alunTbl
MHpopmauun, npollewmx B yCTaHOBIEHHOM nopsiake npouenypy OUEHKM COOTBETCTBMS, B
cny4yasix, Korga npUMEHeHne Takmx cpeacTB HEOO6XOAMMO ANs HEWTpanuM3auun akTyarbHbIX
yrpo3 6e30nacHOCTM NepCoHanbHbIX AAHHbIX.

FTAPAHT:

Hymepauusa nyHKTOB NPUBOANTCSA B COOTBETCTBMM C UCTOYHUKOM

6. OueHka 9(PdEKTUBHOCTU peannu3oBaHHbIX B paMKax CUCTEMbI  3aluUTbl
nepcoHanbHbIX [aHHbIX Mep Mo obecneyeHMo 6e30nNacHOCTM MEepPCOHarbHbIX AaHHbIX
NpOBOANTCA OMepaTopoM CaMOCTOATENBHO MW C MPUBIIEYEHNMEM HA [OrOBOPHOW OCHOBE
IopUONYECKNX NUL U MHOMBUAYANbHbIX MpeanpuHMMaTtenen, UMEKLWUX JfULEH3N Ha
OCYLLECTBMEHNE OEeATENTbHOCTU MO TEXHMYECKOW 3awmTe KoHduaeHumnansHom nHgopmaumm.
YKkasaHHasi OLeHKa NpOBOANTCS He pexe ogHoro pasa B 3 roga.

7. Mepbl no obecneveHnto 6e30MacHOCTN NepPCoHanbHbIX AaHHbIX NPy ux obpaboTke B
rocyaapCTBEHHbIX WH(OPMALMOHHBIX CUCTEMax MNPUHUMAKOTCA B  COOTBETCTBMM C
TpeboBaHMAMM O  3awmte  UHGOpMaLMK,  CcoAepXawencs B rocyaapCTBEHHbIX
MHOPMaLUMOHHBIX cucTemax, ycTaHaBnmBaeMbiMn OCTOK Poccum B npegenax CBOUX
NOSIHOMOYNA B COOTBETCTBUM C YacTbio 5 ctatbm 16 PepepanbHOro 3akoHa OT 27 uons
2006 r. N 149-03 "O6 wuHpopmMauuK, WHGPOPMALMOHHBLIX TEXHOMOMMSAX M O 3awuTte
nHpopmauun" (CobpaHue 3akoHogaTenoctea Poccuiickon ®enepaunn, 2006, N 31, cT. 3448;
2010, N 31, cT1. 4196; 2011, N 15, cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328).
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Il. CoctaB u cogepxaHme mep Nno obecnevyeHno 6e30MacHOCTU NepPCOHaNbHbIX JaHHbIX

8. B coctaB mMep no obecriedyeHnto 6e30MacHOCTU MEPCOHamnbHbIX [aHHbIX,
peanuayeMbiXx B pamMKax CUCTEMbl 3alUWTbl MEPCOHasbHbIX AaHHbIX C Y4ETOM aKTyaslbHbIX
yrpo3 6e30MacHOCTM  MNepCcoHasnbHbIX AaHHbIX W NPUMEHSeMbIX  MHAOPMAaLMOHHbIX
TEXHOMOrMn, BXOAAT:

noeHTUgUKaums n ayteHTudunkaunsa cydbekToB 4OCTyna n 06bekToB A0CTYNa;

ynpasrneHue OCTyrnom cybbekToB AOCTYyNa K 06bekTaMm 4oCTyna;

orpaHu4eHne NporpammMHON cpeabl;

3aWmMTa  MalUMHHBIX HOocuTenem WHdopMaumm, Ha KOTOPbIX XpaHATca u  (1unu)
obpabaTbiBalOTCA MepcoHarnbHble [aHHble (Janee - MalWHHbIE HOCUTENW MNepCoHanbHbIX
AaHHbIX);

pernctpauus cobbiTnin 6e3onacHoOCTH;

aHTUBMPYCHasA 3aLUnTa;

obHapyxeHue (NpeaoTBpaLLeHne) BTOPXKEHUN;

KOHTPOIb (aHanu3) 3almLLEeHHOCTM NEPCOHanbHbIX AaHHbIX;

obecneyeHne UenoCTHOCTM MHAPOPMALIMOHHON CUCTEMBI U MEPCOHANbHbIX OaHHbIX;

obecneyeHne JOCTYNHOCTM NEPCOHarbHbIX AaHHbIX;

3awmTa cpefbl BUpTyanusaumm;

3almnTa TEXHUYECKNX CPEACTB;

3awmTa MHPOPMaUNOHHOM CUCTEMBI, ee CPeaCTB, CUCTEM CBA3U U Nnepefadn AaHHbIX;

BbIsIBIeHNE MHUMOEHTOB (OAHOro COObLITUA MM rpynnbl cOBbITUI), KOTOpble MOryT
NpuBECTU K CO0AM UM HapyLUEHNIO OYHKLMOHMPOBAHNSA UHPOPMALNOHHOW CUCTEMBI U (M)
K BO3HMKHOBEHMIO Yyrpo3 ©6e30nacHOCTM MepCoHasnbHbIX AaHHbIX (Qanee - WHUMAOEHTbI), U
pearnpoBaHue Ha HUX;

ynpaBneHne KoHdurypaumen uHPOPMaLUMOHHON CUCTEMbI M CUCTEMbl 3aLuUTbl
nepcoHarsbHbIX AaHHbIX.

CocTtaB 1 cogepxaHme mep no obecnevyeHno 6e30MacHOCTM NepPCoHanbHbIX AAHHbIX,
HeobxoouMMbIXx Onsi obecneyvyeHust Kakgoro M3 YpOBHEW 3alUMLEHHOCTM MepCOHarnbHbIX
AaHHbIX, MPMBEAEHbI B MPUMOXEHUN K HACTOSILLLEMY AOKYMEHTY.

8.1. MepbI NO maeHTMdUKaALUMN N ayTeHTUMKaLMM CyObeKkTOB OOCTyrna U OOBHEKTOB
AocTyna gomkHbl obecneymBaTb NpMcBOeHMe cybbekTaM 1 obbektaMm 4OCTyna YHUKanbHOro
npusHaka (ngeHtudukatopa), CpaBHEHNE NpeabsBnsemMoro cyobektom (06beKTOM) gocTyna
noeHTugukaTopa C nNepevyHeM MNPUCBOEHHbIX, WOEHTU(MUKATOPOB, a TaKke MNpPOBEPKY
NPUHaANEXHOCTN cybbekTy (0O6BbEekTy) OocTyna npeabsBEHHOrO WM  MAeHTudukaTopa
(noaTBepxaeHne NOAMHHOCTK).

8.2. Mepbl N0 ynpaBneHWo O0CTYNnoM cyObekToB AocTyna K obbektam Joctyna
OOMMKHbI obecneuynBaTb ynpaBfneHue npaBaMn U NpuBUNerMaMuM CcyObekToB [OCTyna,
pasrpaHyyeHne JocTtyna cyObekToB AocTyna K obbektaM AOCTyna Ha OCHOBE COBOKYMHOCTU
YCTaAHOBMEHHbIX B MHOPMALMOHHOM CUCTEME MpaBwUSl pasrpaHUYeHus OOCTyna, a Takke
obecneynBaTb KOHTPOMb 3a COBMOAEHMEM 3TUX NpaBuUI.

8.3. MephI N0 OrpaHMYeHnto NPorpamMmMHON cpeabl A0MKHbI obecnevnBaTb YCTaHOBKY U
(M) 3anyck TOMbKO pas3pelleHHOro K WCNOoSfb30BaHMI B WH(OPMAaLWOHHON cucteme
nporpamMmmMHoOro obecneyeHnss N UCkKYaTb BO3MOXHOCTb YCTAHOBKM M (MnM) 3anycka
3anpeLLeHHOro K UCnosib30BaHMO B UHPOPMAaLMOHHOW CUCTEME NporpaMMHOro obecneyeHus.

8.4. Mepbl NO 3awmTe MAaLUMHHBbIX HOCUTENEW NepcoHanbHbIX AaHHbIX (CpencTB
06paboTkn  (XpaHeHWs1) NepcoHanbHbIX AaHHbIX, CbEMHbIX MAaLUUHHbIX HOCUTEneun
nepcoHanbHbIX AaHHbIX) OOMMKHbI UCKITHYaTh BO3MOXHOCTb HECAHKLMOHMPOBAHHOMO A0CTyna
K MalWHHBbIM HOCUTENAM W XPaHALWMMCH Ha HUX MNEepcoHasnbHbIM [OaHHbIM, a Takke
HECaHKLUMOHNPOBaAHHOE WCMOSIb30BaHNE CBbEMHbIX MALUMHHBIX HOCUTENEW NepCoHanbHbIX



AaHHbIX.

8.5. Mepbl no pernctpaumm cobbiTnin 6e3onacHOCTU LOMKHbI obecneymBaTtb cbop,
3anuncb, XpaHeHne 1 3awmTy nHdopMaumm o cobbiTuax 6e3onacHoOCTM B MHAPOPMALMOHHON
cUCTeMe, a Takke BO3MOXHOCTb MPOCMOTPA U aHanusa UHopMauun O Takux cobbITUAX U
pearmpoBaHue Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOW 3awmuTe [OOMMKHbI obecneynBaTb O6GHapyxeHue B
WH(POPMALMOHHON  CUCTEME  KOMMBIOTEPHbIX NporpaMm NGO  MHOW  KOMMbIOTEPHOM
MHopmauuu, npegHasHa4eHHOM A58 HECAHKUMOHMPOBAHHOIO YHUYTOXEHNS, BrIoKMpoBaHus,
Moandukaumm, KOnMpoBaHUS KOMMbIOTEPHOM MHGOPMaLMUM UK HenTpanusauuun cpencts
3aWwuTbl MHpopMauun, a TakkKe pearmpoBaHue Ha OOHapyXeHue 9TUX nporpamMm W
MHdOpMaUuK.

8.7. MepbI no obHapyxeHuto (NpefoTBpaLLEHMIO) BTOPXKEHUI A0MKHbI obecneymBaTtb
obGHapyxeHne  OencTBuM B MHGPOPMAUMOHHOMW  CUCTEME, HanpaBneHHbIX  Ha
HEeCaHKUMOHUPOBAHHLIN ~ OOCTYNn K  UMHJOpMauuu, chneuunarnbHble BO3OEUCTBUSA  Ha
WH(POPMAUMNOHHYIO cucTeMy W (MNK) NepcoHanbHble AdaHHble B Lensx [obbiBaHus,
YHUMTOXEHUSA, UCKaXKEeHUA 1 BrokupoBaHWUs OOCTyNa K MepCcoHanbHbIM AaHHbIM, a Takke
pearmpoBaHue Ha 3TU AeNCTBUS.

8.8. Mepbl N0 KOHTPOMO (aHanu3y) 3almLEeHHOCTN NepcoHanbHbIX AaHHbIX LOMKHbI
obecnevnBaTb KOHTPOSb YPOBHS 3alUULLEHHOCTU NepCoHasnbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
B MH(OPMALMOHHOM cUCTEME, MyTEM [MPOBEOEHUA CUCTEMATUYECKUX MEpPONnpUATUA Mo
aHanuasy 3almLEeHHOCTU MHGOPMALMOHHOM CUCTEMbBI U TECTUPOBaHMIO paboTocnocobHOCTM
CUCTEMbI 3aLLNTbI NepCOoHarnbHbIX JAaHHbIX.

8.9. Mepbl no obecnevyeHMto UENOCTHOCTU  MHMOPMALMOHHON CUCTEMbI W
nepcoHanbHbIX AaHHbIX AOJDKHbI obecneynBaTtb obHapyxeHue akToB
HECaHKUMOHUPOBAHHOINO  HapyLeHUs1  LEeSIOCTHOCTM  MHAOPMAUVOHHOMW  CUCTEMbI U
cogepxalimxcsd B HeW nepcoHasribHbIX AaHHbIX, a TakkKe BO3MOXHOCTb BOCCTaHOBIEHUS
MHOPMALNOHHOM CUCTEMBI N COAEPKALLMXCSA B HEN NEePCOHanbHbIX JaHHbIX.

8.10. Mepbl no obecneyeHnto [OCTYMHOCTU MEPCOHanNbHbIX AaHHbIX LOSMKHbI
obecnevnBaTb aBTOPM3OBaHHbLIA AOCTYN MONb3oBaTenen, UMeKLWMX npasa no LOCTyny, K
nepcoHanbHbIM JaHHbIM, coAepXallnMca B UHPOPMALNOHHOM CUCTEME, B LUTATHOM pexnme
PYHKLUMOHNPOBAHUSA UHAPOPMALMOHHOW CUCTEMBI.

8.11. Mepbl no 3awmTe cpedbl  BUMPTyanu3aumum  OOSMDKHbI  UCKMOYaTb
HeCaHKLMOHUPOBAHHbLIN SOCTYMN K NepCOHaribHbIM AaHHbIM, ObpabaTbiBaeMbiM B BUPTyarbHOM
NHPACTPYKTYPE, U K KOMNOHEHTAM BUPTYyarbHON MHAPACTPYKTYpbl U (MNK) BO3AENCTBME Ha
HUX, B TOM 4uCre K cpeacTtBaMm yrnpasreHus BUPTYanbHOW WHAPACTPYKTYPOWU, MOHUTOPY
BUPTYyanbHbIX MaWwWH (TMNepBU3opy), CUCTEME XPaHEHUs [OaHHbIX (BKIYaa CUCTEMY
XpaHeHus1 o6pas3oB BUPTyarbHOW WHAPACTPYKTYpbl), CETU nepedayym [AOaHHbIX 4epes
3NeMEeHTbl BUPTyanbHOW WM PU3MYeckon WHGPACTPYKTYpPbl, FOCTEBbLIM OMepauVOHHbIM
cuctemam, BUPTyalnbHbIM - MawmHaM  (KOHTEMHepaM), cuUcTemMe KW CceTu pensimkauum,
TEePMUHarnbHbIM U BUPTyaribHbIM YCTPOMUCTBAM, a TaKKe CUCTEME Pe3epBHOro KONMpoBaHUA 1
co3faBaeMbIM €Ho KOMUSIM.

8.12. Mepbi no  3awute  TexXHUYECKUX  CPencCTB  AOOSDKHbI MCKItoYaTb
HeCaHKLNOHNUPOBAHHbLIN aoctyn K CTauMOHapHbIM TEXHUYECKUM cpeacrteam,
obpabaTbiBalOLLNM nepcoHanbHble OaHHble, cpeacrteam, obecneunBaroLLnM
PYHKUMOHUPOBaHNE MHGOPMALMOHHON CcUCTeMbl (danee - cpeactBa obecnevyeHus
PYHKUMOHNPOBAHMS), U B MOMELLEHUS, B KOTOPbIX OHW MOCTOSHHO PacnofiOXeHbl, 3aluTy
TEXHUYECKUX CPeaCTB OT BHELUHMX BO3AEWCTBUMW, a Takke 3aluMTy NepcoHasnbHbIX OaHHbIX,
npeacTaBneHHbIX B BUAE MH(POPMAaTUBHbBIX NTIEKTPUYECKUX CUrHANoB 1 on3nYeckmx noneun.

8.13. MepbI no 3awmte UHMPOPMALMOHHON CUCTEMbI, €e CPeacTB, CUCTEM CBA3UN U
nepegayvM AaHHbIX  OOMKHbI  obecneuvBaTb  3alWMTy MNEpPCOHanbHbIX  AaHHbLIX  MpU



B3aMMOOENCTBUN MHAPOPMALMOHHOMW CUCTEMbI UMM €€ OTAENbHbIX CErMEHTOB C MHbIMU
WH(POPMALMNOHHBIMX  cUCTEMaAMU U MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM
nocpeacTBOM NPUMEHEHUST apXUTEKTYPbl MHAPOPMALMOHHON CUCTEMbI U NPOEKTHBLIX PELLEHWUNA,
HanpaBreHHbIX Ha obecneyeHne 6e30nacHOCTN NepCoHanbHbIX AaHHbIX.

8.14. Mepbl MO BbISBMEHUIO WHUMOEHTOB W pearnpoBaHUIO Ha HUX OOSDKHbI
obecrneunBatb OOHapyxeHue, MaeHTUUKaLmo, aHanms NHUMOEHTOB B MHGOPMaLMOHHON
CUCTEME, a TaKKe MPUHATUE MEeP NO YCTPAHEHUIO U NPeaynpexXaeHnio MHUMOEHTOB.

8.15. MepbI No ynpasneHntio KoHdurypaunemn MHQPOPMaLnMoHHON CUCTEMbI U CUCTEMbI
3aWnTbl NEepCoHarnbHbIX [OaHHbIX OOIMKHbI obecneumBaTtb ynpaBneHWe W3MEHEHUsIMU
KOHUrypaumm WHPOPMaLMOHHON CUCTEMbI U CUCTEMbl 3alUTbl NEPCOHarbHbIX AaHHbIX,
aHanu3 noTeHUManbHOro BO3AEWCTBUS NNAHUPyeMblX M3MEHeHMM Ha obecneveHne
6e30nacHOCTM NepcoHarnbHbIX JAaHHbIX, @ Takke JOKYMEHTUPOBaHMUE 3TUX U3MEHEHUN.

9. Bbibop mep no obecneveHmto 6€30NacHOCTM NEPCOHANbHbIX AAaHHbIX, NOANEXaLnx
peanu3auMm B WHMOPMALMOHHOW CUCTEME B paMKax CUCTEMbl 3alUMTbl MEPCOHaNbHbIX
AaHHbIX, BKIHOYaET:

onpeaeneHne 6asoBoro Habopa mep no obecneyeHmto 6Ge30NacHOCTM NePCOHanbHbIX
AaHHbIX ONs  YCTAHOBMEHHOINO YPOBHS  3alUMLLEHHOCTM MNEpPCOHasbHbIX AaHHbIX B
cooTBeTCTBUM C Ba3oBbIMM Habopamm mep no obecnevyeHmnto 6e30NacHOCTU NepCOoHanbHbIX
AAHHbIX, MPMBEAEHHBIMU B MPUNOXEHUN K HACTOSLLEMY JOKYMEHTY;

agantauuio 6asoBoro Habopa mep no obecneyeHuto 6e30MacHOCTU MEePCOHaNbHbIX
AAHHbBIX C Y4€TOM CTPYKTYPHO-(PYHKLUMNOHANbHbBIX XapakTepPUCTUK MHPOPMALMOHHON CUCTEMBI,
MHAPOPMALMOHHBLIX  TEXHOMOMMIN, OCOBEHHOCTEN  (PYHKLUMOHMPOBaAHMUS WUHAOPMALNOHHON
CUCTEMBI (B TOM YmCe UCKIoYeHne n3 6azoBoro Habopa mep, HENOCPEACTBEHHO CBA3aHHbIX
C MHPOPMALNOHHBIMU TEXHOMNOMMSAMU, HE NCNOMNb3yeMbIMU B MH(POPMALMOHHOW CUCTEME, UMK
CTPYKTYPHO-(PYHKLMOHANbHBIMU XapaKTePUCTUKaMWU, HE CBOWCTBEHHbIMU MHEAOPMAaLMOHHOM
cucTeme);

yTOYHEHWe aganTupoBaHHOro 6a3oBoro Habopa mep no obecneveHuio Ge3onacHOCTU
nepcoHasnbHbIX JaHHbIX C yY4ETOM He BblOpaHHbIX paHee Mep, NpUBEAEHHbIX B MPUMOXEHUN K
HacTosILLeMY [OKYMEHTY, B pes3ynbTaTte 4Yero onpeaensawTcsas Mepbl no obecneveHuto
6e30nacHOCTM NepCoHanbHbIX AaHHbIX, HANpaBreHHbIe Ha HEUTpanM3aumo BCeX akTyarnbHbIX
yrpo3 6e30nacHOCTM NePCOHarnbHbIX 4aHHbIX AN KOHKPETHOM MHGOPMAaLMOHHON CUCTEMDI;

AOMNOJSTHEHME YTOYHEHHOro aganTupoBaHHOro 6aszoBoro Habopa mep no obecneyeHmto
6e3onacHOCTM  MepCcoHanbHbIX  AaHHbIX  Mepamu, obecneymBaloWMMN  BbINOIHEHNE
TpeboBaHUN K 3alimMTe MepcoHarnbHbIX OaHHbIX, YCTAHOBMEHHbIMU WHBIMW HOPMAaTUBHbLIMU
npaBoBbIMM akTamyn B obnactu obecnedeHnss 6e30NacCHOCTM MNEPCOHasNbHbIX AaHHbIX W
3aLWnTbl MHhopMaLmn.

10. Mpn HEBO3MOXHOCTUN TEXHUYECKOW peanusauuu OTAeSbHbIX BblOpaHHbIX Mep Mo
obecrneyeHnto 6e30NacHOCTU NEepPCOHanbHbIX [aHHbIX, @ TakkKe C Y4eTOM 3KOHOMWUYECKOM
uenecoobpasHoCcTM Ha 3Tanax agantaumm 6GasoBoro Habopa Mep U (MnM) YTOYHEHUS
agantupoBaHHoro 6asoBoro Habopa mep MoryT paspabaTbiBaTbCs UHblE (KOMMEHCUPYIOLLNE)
Mepbl, HanpaBfeHHble Ha HEWTpanM3aumio akTyanbHbIX yrpo3 6e30nacHOCTM NepCoHarnbHbIX
AaHHbIX.

B atom cnyyae B xoae pa3paboTky CUCTEMbI 3aLUTbl NEPCOHANbHbLIX AaHHbLIX OOMKHO
OblITb nNpoBeAeHO OO6OCHOBaHME NPUMEHEHUS KOMMEHCUpylWnx mep ana obecneyeHus
6e30nacHOCTM NepcoHanbHbIX OAHHbIX.

11. B cnyyae onpegeneHmsas B COOTBETCTBMM C TpeboBaHMAMM K 3awmTte
nepcoHanbHbIX Npu nx obpaboTke B MHOPMALMOHHBLIX CUCTEMAX MEepPCOHalbHbIX OaHHbIX,
yTBEPXAEHHbIMU nocTaHoBneHuem [pasutenbctBa Poccuiickon depepauum ot 1 HoA6pSA
2012 r. N 1119, B KayecTBe akTyanbHbIX Yrpo3 6€30nacHOCTU NePCOHanbHbIX AaHHbIX 1-ro n
2-r0 TUNOB AOMOMHUTENBHO K Mepam no obecneyeHnto 6Ge30NacHOCTM MNEePCOHaNbHbIX
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AaHHbIX, YKa3aHHbIM B MyHKTE 8 HacCTosWero OOKYMeHTa, MOryT NPUMEHATLCA cregyowimne
Mepbl:

npoBepka CUCTEMHOIO M (MnW) MNPUKIAAHOrO MPOrpaMMHOro obecneyeHus, BKo4vas
NPOrpaMMHbIN Ko, Ha OTCYTCTBME HeOeKNnapupoBaHHbLIX BO3MOXHOCTEN C MCMNOfb30BaHUEM
aBTOMATU3NPOBAHHbIX CPEACTB U (Mnn) 6e3 NCNonb30BaHMS TaKOBbIX;

TeCcTUpoBaHUe NH(POPMALNOHHON CUCTEMbI HA NPOHUKHOBEHUS;

ncrnonb3oBaHMe B MHAOPMAUMOHHOW CUCTEME CUCTEMHOro M (Mnu) nNpuknagHoro
nporpamMmmMHoro obecrneyeHns, pa3paboTaHHOro ¢ UCMONb30BaHMEM METOAOB 3alUMLLEHHOMO
nporpaMmMupoBaHuS.

12. Tpn ucnonb3oBaHMN B WHGOPMAUMOHHBIX CUCTEMAxX CepTUPUUMPOBAHHLIX MO
TpeboBaHnAM 6e3onacHOCTM MHOPMaLMK CPEACTB 3aLmTbl MHhopMaLmn:

a) onsa obecneyeHns 1 M 2 ypOBHEW 3aWMLEHHOCTU MNEepPCOHasnbHbIX OaHHbIX
NPUMEHSITCS:

CpeAcTBa BbIYUCIIUTENBHOW TEXHUKM HE HMXe 5 Knacca;

CUCTEMbI OOHapyXeHust BTOPXKEHUA MU CpeacTBa aHTMBMPYCHOW 3aluTbl HE Huke 4
Knacca;

MeXceTeBble 3KpaHbl He HMXe 3 Kracca B criydae akTyanbHOCTWU yrpo3 1-ro unm 2-ro
TANOB UMM B3aMMOLENCTBUA  MHAPOPMALMOHHOM  CUCTEMbl C  MHAOPMALMOHHO-
TeNEeKOMMYHUKaALMOHHBIMW  CETAMM  MEeXAYHapOoAHOro  WHdopMauuoHHoro obmeHa wn
MeXcCeTeBble 3KpaHbl He Hwxe 4 kracca B Criydyae akTyaslbHOCTM yrpo3 3-ro Tuna u
OTCYTCTBMS  B3auMMOLEWCTBUA  UHAPOPMALNOHHOM  CUCTEMbI C  WH(OPMaLMOHHO-
TENEeKOMMYHUKALMOHHBIMWU CETAMU MEXAYHapO4HOro MH(POPMaLNOHHOIO OB6MeHa;

0) ona obecneyeHns 3 YpPOBHSA 3aLLMLLEHHOCTM NepCOoHanbHbIX AaHHbIX MPUMEHSAIOTCS:

CpeAcTBa BbIYUCIIUTENBbHOW TEXHUKM HE HMXKe 5 Knacca;

cucTeMbl OBHapyXXeHUs BTOPXEHUA U CpeacTBa aHTMBUPYCHOW 3aluTbl He Huxke 4
Knacca 3awuTbl B Clyyae akTyanbHOCTW yrpo3 2-r0 Tuna wWnv B3auMOAEWCTBUS
WHOPMALNOHHOM  CUCTEMBI  C  UHAOPMALNOHHO-TENEKOMMYHUKAUNOHHBIMU  CETAMU
MEXAYHaApPOOHOro MHAOPMAaLMOHHOIO OBMeHa W cucteMbl OBHapyXXEeHUS BTOPXEHUA U
cpencTBa aHTUBMPYCHOWM 3alUMTbl HE HUXe 5 Knacca 3awuTbl B Crlydae akTyanbHOCTU yrpos 3-
ro Tmna M OTCYTCTBUA B3aMMOAEUCTBUS WMHGOPMALMOHHON CUCTEMbI C MH(OPMALMOHHO-
TeNeKOMMYHUKaLMOHHBIMU CETAMU MeXAYHaApPO4HOro MHPOPMaLMOHHOIO 0BMeHa;

MEeXCeTeBble 3KpaHbl HE HWXEe 3 Knacca B Criydae akTyanbHOCTU Yrpo3 2-ro Tuna unm
B3anMOAencTBMs MHPOPMALMOHHON CUCTEMbI C MHAPOPMALIMOHHO-TENTEKOMMYHUKALMOHHBIMU
ceTaMU MeXOyHapoLHOro WMHGOpPMaUMOHHOIO OBMeHa M MeXceTeBble 3KpaHbl He Huxke 4
Knacca B Crydyae akTyanbHOCTM Yyrpo3 3-ro0 TMna WM OTCYTCTBMS B3auMOOEWCTBUSA
WH(POPMALUUNOHHON  cUCTEMbI C  MH(OPMaUMOHHO-TENEKOMMYHUKAUMOHHBIMU  CETAMM
MeXayHapogHoro MHopmaLMoOHHOro obmMeHa;

B) 4ns obecneyeHns 4 ypoBHS 3aLUULLEHHOCTN NePCOHaNbHbIX AAaHHbBIX MPUMEHSIOTCS:

CpencTBa BblYUCINTESNTBHON TEXHUKN HE HUXe 6 Knacca;

CUCTEMbI ODHapYXXEHUs1 BTOPXEHUA U CPeacTBa aHTMBUPYCHOW 3aluTbl HE HUMXe 5
Knacca;

MeXXceTeBble aKpaHbl 5 knacca.

Ona obecneyeHns 1 1 2 ypoBHEN 3alLMULLEHHOCTM MEPCOHAarbHbIX OAHHbIX, a TaKke
ana obecneyeHns 3 ypOBHSA 3aLUULLEHHOCTU MEPCOHarbHbIX AAHHbIX B WH(OPMALMOHHbIX
cuctemax, onst KOTopbIX K akTyanbHbIM OTHECEHbI Yrpo3bl 2-r0 Tuna, NPUMEHSIOTCA CpeacTBa
3aWnTbl UHpOpMauuK, NporpammMmHoe obecnevyeHne KOTOPbIX NPOLLSIO NPOBEPKY HE HMXKE YeM
Nno 4 ypOBHIO KOHTPONSA OTCYTCTBUS HEAEKNapUPOBaHHbLIX BO3MOXXHOCTEN.

13. lMpun uncnonb3oBaHUM B MH(POPMALMOHHBIX CUCTEMAX HOBbIX WMH(OPMAaLMOHHBLIX
TEXHOSIOrMA U BbISIBIEHUN JOMNOSNHUTENbHBIX Yrpo3 6e30MacHOCTM NepCcoHasnbHbIX OaHHbIX,
ANA  KOTOpbIX He onpegeneHbl Mepbl obecrnedeHns wux 6e30nMacHOCTU,  OOSMKHbI



paspabaTbiBaTbCs KOMMEHCUPYIOLWME Mepbl B COOTBETCTBMM C MNyHKTOM 10 HacTosiLero

AOKYMEHTa.

MpunoxeHune

k CocTaBy u cogepXaHuio

OpraHM3auMOHHbIX U TEXHUYECKUX Mep No
obecne4vyeHno 6€30MacHOCTU NepCcoHarnbHbIX
AaHHbIX NPy nx oopadoTke B MHHOPMALMOHHbIX
cucTemMax NnepcoHarnbHbIX AAHHbIX

CocTaB u cogepxkaHue

mMep no obecneyeHuto 6esonacHocTn nepcoHasribHbIX AaHHbIX, HeobxoauMbIX Ans
obecneyeHust KaXxkgoro us ypOBHEﬁ 3allWEeHHOCTU nepCoHalNIbHbIX AaHHbIX

YcnoBHoe

o6o3HavyeH

ne n Homep
Mepbl

CopoepxaHue mep no obecneveHuto 6e3onacHoCTu
nepcoHanbHbIX AaHHbIX

YpOBHMU
3aLULLEHHOCTH
nepcoHanbHbIX

AaHHbIX

41321

I. UnpenTudpmkauma v ayteHTudmkaumna cyoektoB aoctyna n oo6vekros goctyna (MAD)

NAD.1

WoeHTudukaums n ayTeHTudukaums nonb3osaTenen,
aBnaowmxca paboTHMKamm onepartopa

+ |+ |+ | +

NAD.2

NoeHTndpukauma n ayteHTuumnkaums ycTpomucTs, B TOM
yucne CTaumoHapHbIX, MOBUBHbLIX 1 NOPTATUBHBLIX

+ | +

NA®.3

YnpasneHue nageHTumnkaTtopamm, B TOM Ymcre
CcO3aHue, NPUCBOEHNE, YHUYTOXEHNE NOEHTUUKATOPOB

NAD .4

YnpasneHue cpegcrsaMmu aytTeHTUdMKauumn, B TOM Ymcne
XpaHeHue, Bblgaya, Huumnanuaaums, 6rokmposaHme
cpeacTB ayTeHTUDMKALMKM U NPUHATME MepP B Cryvae
yTpaTtbl 1 (MNK) KOMNpPoOMeTauun cpeacTs
ayTeHTuunkaumm

NAD.5

3awuTta obpaTHOM CBA3N Npu BBOAE
ayTeHTUpUKaLMOHHON NHOpMaLn

NAD.6

NoeHTudukaums n ayTeHTudukaums nonb3osBaTenen, He
aBnaowmxcs paboTHMkamm onepartopa (BHELLHUX
nonb3oBaTesnien)

Il. YnpaBneHue aoctynom cyb6bLeKkToB focTyna K oobekram goctyna (YINAQ)

YNAO.1

YnpasneHue (3aBegeHne, aktusauusi, 6rokmposaHmne mn
YHUYTOXEHUE) YYETHLIMM 3anMCsIMM NONb30BaTENEeN, B
TOM 4MCle BHELLHUX Nosib3oBaTenemn

+ |+ |+ |+

yna.2

Peannsauusa HeobxogMMbIx METOO0B (OUCKPELIMOHHBIN,
MaHLAaTHbIN, PONEBOW UM MHOW MEeToA), TUNOB (YTEHNME,
3anuncb, BbINOSTHEHNE UM MHOW TUMN) U NpaBun
pasrpaHnyeHust Joctyna

yrna.3

YnpaeneHue (punbTpauusi, MapLIpyTM3aLns, KOHTPOIb
coeanHeHu, oqHoHanpaBreHHas nepegaya v UHble
cnocobbl ynpaBneHust) MHPOPMaLMOHHBIMU NOTOKaMM




Mexay ycTponcTBamMu, cerMmeHTaMmm MHOpMaLMOHHON
CUCTEMbI, a Takke Mexay MHPOPMaLMOHHbIMU
cucrtemamun

yna.4

PasgeneHue nonHomouni (posien) nonb3oBaTenen,
aAMWHNCTPATOPOB 1 Nu1u, obecnevmBaroLLnX
PYHKLUMOHNpOBaHNE MHPOPMaALMOHHON CUCTEMbI

yna.s

HasHaveHne MnHMManbLHO HeoBXoauMbIX NpaB m
npvBuUnerun nonb3oBaTensm, agMmmHucTpaTopam u
nvuam, obecneynsaroMM PyHKLUMOHMPOBaHNE
MHGOPMAaLMOHHOW CUCTEMBbI

ynpa.e

OrpaHuyeHve HeycrneLlHbIX NOMNbITOK BXoAa B
NHPOPMALMOHHYIO cucTeMy (gocTyna K
MHPOPMALMOHHON CUCTEME)

yna.7

MpeaynpexaeHne nonb3oBaTenNs Npu ero BXxoae B
NHEOPMALMOHHY CUCTEMY O TOM, YTO B
MHOPMaLMOHHON CUCTEME peann3oBaHbl Mepbl NO
obecneyveHnto 6e30nacHOCTM NEPCOHaNbHbIX AAHHbIX, U O
HeobxoaMMOCTN cobnaeHNsT YCTaHOBEHHbIX
oneparopom npasusn 06paboTkn NepcoHanbHbIX aHHbIX

yna.8

OnoBelLeHVe nonb3oBaTens Nocre yCcreLwHoro Bxoaa B
MHOPMAaLMOHHYIO CUCTEMY O ero npeabiayLemM Bxoae B
MHPOPMALIMOHHYIO CUCTEMY

yna.9

OrpaHudeHve yncna napannesnbHbiX CeaHCoB JOCTyNa
AN KaXKA0oW y4eTHOW 3anucu nosib3oBaTens
MHGOPMAaLMOHHOW CUCTEMDI

YNOA.10

BrnokvposaHue ceaHca goctyna B MHOPMaLMOHHYIO
CMCTeMy nocrie yCTaHOBNEHHOro BpeMeHun 6e3aencTansg
(HeaKTMBHOCTM) NOSb30BATENS UIM MO ero 3anpocy

yna.11

PaspelueHue (3anpeT) 4encTBmi Nonb3oBaTenen,
paspeLLeHHbIX 40 AEHTUdUKaLMM 1N ayTeHTUMKaLmmn

yna.12

Mopoepxka n coxpaHeHue atpmbyToB 6e3onacHOCTH
(MeTOK 6e30nacHOCTM), CBA3aHHbLIX C MHGOpPMaLmen B
npouecce ee xpaHeHus 1 06paboTkn

yrna.13

Peanunsauusa 3awmiieHHoro yaaneHHoro gocrtyna
cybbeKkToB JoCTyna K o6bekTam AocTyna Yepes BHeLLHWEe
NHPOPMALMOHHO-TENEKOMMYHUKALIMOHHBLIE CETU

yna.14

PernameHTaumst n KOHTPOSb NUCNOSIb30BaHUS B
MHPOPMALMOHHON CUCTEME TEXHOMOMN 6ECNPOBOAHOIO
gocTyna

yra.1s

PernameHTauus 1 KOHTPOIb UCMOMb30BaHNA B
NHAOPMAaLIMOHHOWM CUCTEME MOBUIBHBIX TEXHUYECKUX
CpeacTs

yna.16

YnpaBneHue B3aMMoaencTsuem ¢ MHOPMaLMOHHbIMM
cMCTEMaMy CTOPOHHUX OpraHv3auuii (BHeLHWe
NHOPMaLMOHHbIE CUCTEMbI)

ynap.7

Ob6ecneyeHne [OBEPEHHOW 3arpy3ku CpeacTs
BbIYMCNNTENBbHOW TEXHUKN

lll. OrpaHnyeHune nporpammHoun cpeasbl (OlNC)

orcA

\ YnpasneHune 3anyckom (obpalieHnsiMmn) KOMNOHEHTOB




nporpaMMHoro obecriedeHusi, B TOM Y1cre onpeneneHme
3arnyckaemblX KOMMNOHEHTOB, HACTPOWka NapamMmeTpoB
3anycka KOMMNOHEHTOB, KOHTPOSb 3a 3aryCKOM
KOMMOHEHTOB NporpammMHoro obecneyveHuns

oric.2 YnpaeneHune yctaHOBKOW (MHCTannsiumMemn) KOMNOHEHTOB
nporpammMHoro obecrneveHus, B TOM Y1cne onpegenexHve
KOMMOHEHTOB, noAsiexaliynx ycTaHoBKe, HacTpounka
napamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOJb 3a
YCTaHOBKOW KOMMOHEHTOB NporpamMHoro obecneveHus

orc.3 YcTaHoBKa (MHCTannaumns) TONbKO paspeLLEHHOro K
MCNONb30BaHMIO NPOrpamMmMHOro obecneyeHuns n (unum) ero
KOMMOHEHTOB

oric.4 YnpaBneHne BpeMeHHbIMW hannamu, B TOM Yncne
3anperT, paspeLlueHue, nepeHanpasneHne 3anncu,
yaaneHne BpeMeEHHbIX hannos

IV. 3awmra MaWmMHHbIX HOCUTENnen nepcoHanbHbIX AaHHbIX (3HN)

3HN .1 YyeT MalUMHHbIX HOCUTENEeN NepCoHanbHbIX AaHHbIX

3HWN.2 YnpaeneHne JOCTYNOM K MalLUMHHbLIM HOCUTENAM
nepcoHanbHbIX AaHHbIX

3HN.3 KoHTponb nepemeLyeHns MalnHHbIX HOCUTENEeN
nepcoHanbHbIX JaHHbIX 32 Npeaerbl KOHTPONMpyeMown
30Hbl

3HN.4 MckntoyeHne BO3MOXHOCTU HECaHKLIMOHMPOBAHHOIO

03HaKOMIIEHUS C CoAep)KaHMEM NepCcoHarnbHbIX AaHHbIX,
XPaHSLLMXCSA Ha MaLUUHHBIX HOCUTENsaX, u (Mnn)
MCMNONb30BaHUS HOCUTENEeN NepcoHarnbHbIX AaHHbIX B
NHbIX NHOPMALMOHHbIX CUCTEMAaX

3HN.5 KoHTponb ncnosnb3oBaHUs MHTepdencos BBoAa (BbIBOAA)
MHpopMaLUKN Ha MaLUMHHBIE HOCUTENW NEePCOHanNbHbIX
AAHHbIX
3HN.6 KoHTponb BBOAA (BbiIBOAA) MH(POPMALIMN HA MALLMHHbIE
HOCUTENN NepCoHarbHbIX AAaHHbIX
3HN.7 KoHTpOnb NOAKNIYEHUS MaLlLMHHbBIX HOCUTENEN
nepcoHanbHbIX AaHHbIX
3HN.8 YHUYTOXEHME (CTUpaHue) unm obesnuymaHue +

NnepcoHarnbHbIX AaHHbIX HA MaLUMHHBIX HOCUTENSIX NPU NX
nepegaye Mexay norb3oBaTensiMun, B CTOPOHHME
opraHvsauumn ans peMoHTa Unu yTunusaumm, a Takke
KOHTPOIb YHUYTOXEHMS (CTUPaHUS) Unn 06e3nnymBaHuns

V. Peructpaumnsa cobbiTum 6esonacHoctu (PCb)

PCB.1 OnpeaeneHne cobbiTuin 6e3onacHOCTU, Nognexalumnx + +
perucTpauunm, 1 CPOKOB NX XpaHEHNSA

PCB.2 OnpegeneHne cocTtaBa 1 cogepxaHus nHgopmawmm o + +
cobbITUAX 6€30NacHOCTU, NOANEXaLLNX pernctpauum

PCB.3 C6op, 3anucb n xpaHeHne nHgpopmaumm o cobbITUSX + +
6e3o0nacHOCTM B TeYEHME YCTAHOBEHHOIO BPEMEHMN
XpaHeHus

PCBE.4 PearmnpoBaHue Ha cbou npu pernctpaumm cobbiTum




6Ge3onacHOCTK, B TOM YMcCrie annapaTtHble U NporpaMMHble
owunbku, cbom B MexaHmamax cbopa nHcdopmaumm n
AOCTWXKEeHWe npegena unu nepenonHeHns obbema
(emkocTn) namaTtun

PCB.5 MoOHUTOPUHr (NPOCMOTP, aHann3) pesysbTaToB + |+
pernctpauumn cobbiTnin 6e3onacHOCTM U pearnpoBaHmne Ha
HNX

PCB.6 "eHepupoBaHME BPEMEHHbBIX METOK U (MNK)

CYHXPOHM3aLUNA CUCTEMHOIO BPEMEHU B
MHJOPMAaLIMOHHON cUCTEME

PCB.7 3awmta nHdopmMmauumn o cobbITuax 6e3onacHoCcTn + + + +

VI. AHTUBMpYyCcHas 3awmta (AB3)

AB3.1 Peanusauusa aHTMBUMPYCHOM 3aLmThl + + + +

AB3.2 O6HoBneHne 6a3bl JaHHbIX NPU3HAKOB BPEAOHOCHbIX + + + | +
KOMMNbIOTEPHbIX Nporpamm (BUpyCcoB)

VIl. ObHapyxeHue BTopxxeHun (COB)

COB.1 O6HapyXeHne BTOPXEHWI + | +

COB.2 O6HoBneHne 6asbl peluaroLmx npasus + | +

VIil. KoHTponb (aHanu3) 3awueHHOCT NepcoHanbHbIX AaHHbIX (AH3)

AH3.1 BbisiBneHne, aHanmns ysa3sMmocTen MHPoOpMaLMOHHOM + + | +
CUCTEMBI 1 onepaTUBHOE YCTPaHEHME BHOBb BbIsIBIIEHHbIX
YA3BUMOCTEN

AH3.2 KoHTponb ycTaHOBKM OBHOBMNEHUN NPOrpamMMHOro + + + +

obecneyeHus, Bknoyasa o6HOBEHME NPOrPaAMMHOIO
obecneyeHns cpeacTs 3awmTbl MHGPOpMaLumm

AH3.3 KoHTponb paboTocnocobHOCTH, NnapaMeTpoB HACTPOMKUN U + + | +
NpPaBUNbHOCTM PYHKLMOHNPOBAHMSI NPOrpamMMHOro
obecnevyeHus 1 CpeacTB 3aLmTbl MHOpMaLUnn

AH3.4 KoHTponb cocTaBa TEXHUYECKUX CPEeACTB, NPOrpaMMHOro + + +
obecneyeHnsa n cpeacTs 3almTbl MHOPMALK
AH3.5 KoHTponb npaBun reHepaumm 1 CMeHbl Naposnen + +

nonb3oBaTenen, 3aBeAeHns U yaaneHnsa y4eTHbIX
3anucen nonb3oBaTerneun, peanvsaumm npasun
pasrpaHnuyeHunst 4ocTyna, NOSIHOMOYMIM NoSb3oBaTeNen B
MHPOPMALMOHHON CUCTEME

IX. O6ecneyeHune LEeNOCTHOCTU MHPOPMALIMOHHON CUCTEMBI U NEePCOHaNbHbIX AaHHbIX

(oun

oun.1 KOHTpOnb LenocTHOCTM NporpamMmMHoro obecneveHus, + | +
BKIOYasa NporpaMmMHoe obecnevyeHne cpeacTs 3aluThl
nHdopmMauunm

oun.2 KOHTpOrb LenoCTHOCTM NePCOHarbHbIX JaHHbIX,
coaepxawmxca B 6asax gaHHbIX MHPOPMAaLMOHHOWN
CUCTEMBI

oun.3 ObecnevyeHne BO3MOXXHOCTU BOCCTAHOBEHUS
nporpaMmHoro obecneveHus, Bko4asa NporpaMmmMmHoe
obecneyeHne cpeacTs 3aWmTbl MHOOPMaLMK, NpU




BO3HMKHOBEHNN HELUTATHbIX cmyau,mﬁ

oun.4

O6HapyxeHne n pearmpoBaHue Ha NOCTYMfEeHNe B
NHOPMALMOHHYIO CUCTEMY He3anpalLuMBaeMblX
3NEKTPOHHbIX CO00LLEHMI (NUCEM, AOKYMEHTOB) U MHOW
NHpopMaunK, He OTHOCALLMXCA K (OYHKLMOHMPOBAHNIO
MHPOPMALMOHHON CUCTEMBI (3aLmTa OT cnama)

oun.s

KoHTponb cogepxaHusa nHpopmauuu, nepegasaemomn 13
MHPOPMALMOHHON CUCTEMBI (KOHTEMHEPHbIN,
OCHOBaHHbIV Ha CBOWCTBax o6bekTa gocTyna, u (unm)
KOHTEHTHbIN, OCHOBaHHbIA Ha NOUCKe 3arpeLLeHHOn K
nepegayve nHdopmMaLmm C NCNOoNb30BaHNEM CUrHaTYp,
MacCOK U UHbIX METOAOB), N UCKINOYEHME HENPABOMEPHOM
nepegayv nHdopmaumm 13 THPOPMaLMOHHON CUCTEMBI

oun.6

OrpaHnyeHne npaB nonb3oBaTtenen no BBoAy
NHdOpMaLnM B MHPOPMALIMOHHYO CUCTEMY

oun.7

KOHTpOsb TOYHOCTU, MOMHOTLI M NPaBUbHOCTU AaHHbIX,
BBOAMMbIX B MH(DOPMALIMOHHY CUCTEMY

oun.s

KoHTponb owmnboYHbIX 4eNCTBUI NoNb3oBaTenen no
BBOAY M (UNK) Nepefayve nepcoHarnbHbIX JaHHbIX U
npegynpexaeHue nonb3opartesiern 06 oWnBOYHbIX
JencTBMAX

X. ObecnevyeHne JOCTYNHOCTU NePCOHaNbHbIX AAHHbIX

(OAT)

oAt A

Vcnonb3oBaHune OTKa30yCTOVIqMBbIX TEXHNYECKNX CpencTB

OOT.2

PesepBupoBaHMe TEXHUYECKUX CPeaCTB, NPOrpaMMHOro
obecneyeHns, kaHanoB nepegayv nHdpopmMaumm, CpeacTs
obecnevyeHns PyHKLMOHNPOBAHNA NHPOPMALIMOHHON
CUCTEMbI

oaT.3

KoHTporb 6e30Tka3HOro yHKLMOHMPOBaHUS
TEXHUYECKMX CpeacTB, ObHapyKeHue 1 rokanusaums
0TKa30B (pYHKLIMOHUPOBAHUS, NPUHATAE MepP MO
BOCCTaHOBJIEHMIO OTKa3aBLUNX CPEACTB U UX
TEeCTUpoBaHue

oAT.4

Meproanyeckoe pe3epBHOE KOMMPOBaHNE NepcoHarnbHbIX
[laHHbIX Ha pe3epBHble MaLlVHHbIE HOCUTENN
nepCcoHarnbHbIX AaHHbIX

OoAT.5

ObecneyeHne BO3MOXXHOCTN BOCCTAHOBIIEHUS
nepcoHanbHbIX AaHHbIX C Pe3ePBHbIX MALUNHHbIX
HocUTenen NnepcoHarnbHbIX AaHHbIX (Pe3epPBHbIX KOMUI) B
TeYeHne yCTaHOBIIEHHOrO BPEMEHHOIo MHTepBana

Xl. 3awumTa cpeabl BupTYyanusauum (3CB)

3CB.1

NoeHTudukaums n ayTeHTudukaums CydobektoB JOCTyna
n 06bEKTOB JOCTYNa B BUPTyanbHOW MHAPACTPYKType, B
TOM YMcre agMUHUCTPATOPOB YrNpaBreHns cpeacTesamu
BUpTyanusauuu

3CB.2

YnpaBneHue JOCTYyNnoM cybbeKkToB AoCcTyna K o6bekTam
A0CTyna B BUPTyaribHOM MH(PPACTPYKType, B TOM Yucne
BHYTPW BUPTYanbHbIX MalUWH

3CB.3

Pernctpaumnsa cobbitun 6€30nacHOCTU B BUPTYaribHOM




NHPaCTPyKType

3CB.4

YnpasneHue (hunbtpauuns, MapLupyTuaawmsi, KOHTPOsb
coeauHeHus, OAHOHanpaBneHHasa nepegaya) noTokamm
MHJ OPMaLNK MexXay KOMMOHEHTaMU BUPTyanbHON

NHPaCTPYKTYPbI, a Takke rNo nepumeTpy BUpPTyasribHON

NHQPACTPYKTYpPbI

3CB.5

[loBepeHHas 3arpy3ka cepBepoB BUpTyanusaumm,
BUPTyarnbHOM MaLUWHbI (KOHTENHEpPA), CepBeEpPOB
ynpaBrieHns BupTyanuaaumnen

3CB.6

YnpaBneHune nepemeLleHMeM BUpPTYyarnbHbIX MaLLWH
(koHTenHepoB) 1 obpabaTbiBaEMbIX HA HUX AaHHbIX

3CB.7

KOHTpOnb LeNoCTHOCTM BUPTYaribHON MHAPaCTPYKTYpPbl U
ee KoHdurypaummn

3CB.8

PesepBHOe konupoBaHWe AaHHbIX, pe3epBupoBaHne
TEXHUYECKNX CpeacTB, NporpaMmMHoro obecneveHus
BUPTyarnbHOM MH(PPACTPYKTYpPbI, @ TakkKe KaHanoB CBSA3U
BHYTPU BUPTYaribHON MHAPACTPYKTYpPbI

3CB.9

Peanunsauusa v ynpaBneHne aHTMBUPYCHOW 3aLLMTON B
BUPTYasibHON MHQPACTPYKTYype

3CB.10

Pa3bueHne BnpTyanbHOM MHPPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpOBaHMe BUPTyasnbHOM MHPPACTPYKTYpPbl) A5
06paboTkn NnepcoHanbHbIX aHHbIX OTAEMNbHbIM
nonb3oBaTenieMm n (MnNu) rpynnon Nonb3oBaTenemn

XIl. 3awumTa TexHnyeckux cpeacts (3TC)

3TC.1

3awwmta nHdopmauumn, obpabaTbiBaeMon TEXHNYECKUMM
CpeAcTBaMM, OT €€ YyTEYKN N0 TEXHNYECKMM KaHanam

3TC.2

OpraHusauus KOHTPONMPYEMON 30HbI, B Npeaenax
KOTOPOW NOCTOSIHHO pa3MeLlatoTCs CTauMoOHapHble
TexHn4yeckue cpeactea, obpabaTbiBatoLmne

MHd OpMaLNIo, N cpeacTBa 3almTbl UHOPMaUuK, a
Takke cpeacrtea obecnevyeHms PyHKLNOHNPOBaHMWS

3TC.3

KoHTpornb 1 ynpaBneHne gpusmyecknm JOCTYNOM K
TEXHUYECKUM CpeacTBaM, cCpeacTBam 3aLmThl
nHpopmauuu, cpeacream obecneveHms
PYHKLUNOHUPOBAHUS, @ TaKKe B MOMELLEHUSA U
COOpPYXXEHUS, B KOTOPbIX OHM YCTAHOBMEHDI,
NCKIoYaloLLmMe HeCaHKLMOHNPOBAHHbBIN (PU3NYECKUN
AOCTyN K cpeacTBam 06paboTkn nHdopmauuu,
cpeacTeaMm 3aluTbl UHoOpMauumn 1 cpeacTeam
obecnevyeHns PyHKLMOHMPOBAHNA NH(POPMALIMOHHOWN
CUCTEMbI, B MOMELLEHUS U COOPYXKEHUS, B KOTOPbIX OHU
YCTaHOBJIEHDI

3TC.4

PasmelueHne ycTponcTB BbiBOAa (0TOBpaXkeHNs)
NHpopMauun, UCKnoyarLLee ee HeCaHKLMOHMPOBAHHBIN
NpOCMOTP

3TC.5

3awmTa OT BHELUHUX BO3OENCTBMI (BO3OENCTBUN
OoKpyXatLen cpefbl, HeCcTabunbHOCTH
3neKkTpocHabxeHus, KOHOULNOHNPOBAHUS U UHbIX
BHELLUHMX )aKTOpOB)




XIlll. 3awmTa nHchopmMaLMOHHON CUCTEMbBI, €e CPeaCcTB, CACTEM CBSA3M U Nepeaaydn
AaHHbIX (S3UC)

31C.1 PasgeneHve B HopMaunoHHOM cucteme pyHKLMM No
ynpaBneHuo (agMUHUCTPUPOBAHNIO) MHPOPMAaLIMOHHON
CUCTEMOW, yNpaBrieHno (aAMUHUCTPUPOBAHUIO) CUCTEMOWN
3alWnTbl NEepPCOoHanbHbIX AaHHbIX, PYHKUUIN No obpaboTke
nepCcoHanbHbIX AaHHbIX Y UHbIX QYHKLMI
MHGOPMaLMOHHOW CUCTEMBbI

3NC.2 MpenoTBpalleHne 3a8ep>KKn Unv npepbiBaHus
BbINOSIHEHUS MPOLECCOB C BbICOKUM NPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KNM NPUOPUTETOM

3nC.3 ObecneyeHune 3alWnTbl NEPCOHANbHbIX AAHHbIX OT + + +
packpbITUs, MOAUMUKaLMKN N HaBA3bIBaHNA (BBOAA
NOXHOW MH(bopMaLmn) Npu ee nepefade (MOAroToBKe K
nepegaye) nNo KkaHanam CBsi3u, MMEIOLLMM BbIXOA 3a
npeaenbl KOHTPONMPYEMOW 30HbI, B TOM Yncre
6GecnpoBOAHbIM KaHanam cBsa3n

3nC.4 Ob6ecneyeHne goBepeHHbIX KaHana, MapLpyTta Mexay
aAMWHNCTPaTOPOM, Nonb3oBaTeneM 1 cpeacTsamm
3awmTbl MHGopmaumm (PyHKLMsIMKU Be3onacHoCTU
CpeAcTB 3aWmnTbl MHopmaunn)

3nC.5 3anpeT HeCaHKLMOHNPOBAHHOW yaaneHHoW akTuBaLumm
Buageokamep, MMKPOGOHOB M UHbIX NepudepumnHbIX
YCTPOWCTB, KOTOPblE MOTYT aKTUBMPOBATbLCA yAaNEeHHO, 1
ornoBelleHne nonb3oBaTenen ob akTMBaLMm Taknx
YyCTPOUCTB

3nC.6 Mepenaya n KOHTPOb LLENOCTHOCTN aTpMbyToB
6esonacHocTu (MeTok 6e30MacHOCTH), CBA3AHHbLIX C
NepcoHarnbHbIMU AaHHBIMUK, NPU OBMEHEe MK C UHBIMK
MHOPMALMOHHBIMU CUCTEMaMM

3nC.7 KOHTpOnb CaHKLUMOHMPOBAHHOIO U UCKITHOYEHNE
HeCaHKUMOHNPOBAHHOIO UCMONb30BaHNSA TEXHOMOIMMI
MOOMNBHOro Koga, B TOM YMCne perucrpaums cobbiTui,
CBSI3aHHbIX C MCMNOMb30BaHMEM TEXHOMOMNI MOOUITbHOIO
Koda, NX aHanu3 u pearMpoBaHue Ha HapyLUeHWs,
CBsi3aHHble C UCMOJIb30BaHNEM TEXHONOIMIN MOBUMNBHOIO
Koda

3nC.8 KOHTpOMb CaHKUMOHMPOBAHHOIO U UCKITHOYEHNEe
HEeCaHKLMOHNPOBAHHOMO MCMNOSb30BaHUSA TEXHONOMN
nepegayu peyu, B TOM Ymcne permcrpaumsi cobbitun,
CBSA3aHHbIX C UCNOSIb30BaHMEM TEXHOMNOMMIN Nepeaaym
peyn, nx aHanua n pearmpoBaHMe Ha HapyLleHus,
CBSI3aHHblE C UCMOSMb30BaHMEM TEXHOMNOMMN nepegayuv
peyn

3nC.9 KoHTpOnb CaHKUWMOHMPOBAHHOMW U UCKITKOYEHne
HeCaHKLMOHNPOBaHHOW Nepeaaym BuaeonHgpopmauuu, B
TOM ymcne perncTpauns cobbITU, CBA3aHHbIX C
nepegaven BaeonHgopmauumn, ux aHanms u
pearMpoBaHue Ha HapyLUEeHWsl, CBA3aHHbIE C Nnepeaayven




BNOEONHG OpMaLINK

31C.10 MoaTBepXXaeHne NPOUCXOXKAEHNA NCTOYHUKA
MHopMauuK, Noriy4aemon B npoLecce onpegerieHnst
CeTEBbIX aapecoB MO CETEBbIM MMEHAM UNK
onpegeneHns ceTeBbiX UMEH Mo CeTEBbIM agpecam

3nC.11 ObecnevyeHne NOASIMHHOCTU CETEBbLIX COEANHEHUN
(ceaHcoB B3aMMOAENCTBMS), B TOM YMcCne Ans 3awmTtbl OT
NoAMEHbI CeTEBbIX YCTPOWCTB U CEPBUCOB

3nC.12 MckntoyeHmne BO3MOXHOCTU OTPULL@HMS Nosfb3oBaTeNeM
hakTa OTnpaBKM NEePCOHanbHbIX AHHbIX A4PYrOMYy
nonib3oBaTesnto

3nC.13 MckntoYeHne BO3MOXXHOCTU OTpULLI@HNA Nofb3oBaTenem
drakTa nony4YeHnsa nepcoHarnbHbIX AaHHbIX OT APYroro
nosib3oBaTtens

3nC.14 Mcnonb3oBaHMe yCTPOMUCTB TEPMUHANBHOIO AOCTyNna AN
06paboTKn NepcoHanbHbIX AaHHbIX

3nC.15 3awmTa apxmBHbIX hannos, napamMeTpoB HACTPOMKM
CPeAcCTB 3amTbl MHopMaLUKn 1 NPOrpaMmMHOro
obecneyvyeHns 1 MHbIX AaHHbIX, HE NoaneXxalumx
N3MeHeHUI0 B npouecce 06paboTkmn nepcoHanbHbIX
[AaHHbIX

3nC.16 BbisBneHue, aHanna n 6rnokMpoBaHue B
NHPOPMAaLMOHHOM CUCTEMbI CKPbITbIX KaHanoB nepegayu
MHopMauumn B 06xo peanns3oBaHHbIX Mep UNN BHYTPU
paspeLLeHHbIX CeTEBbIX MPOTOKOSIOB

3nC.17 Pa3bueHne nHpopMaLMOHHON CUCTEMBI HA CErMEHTbI
(cermeHTMpoBaHNE MHPOPMALMOHHOW CUCTEMBI) U
obecneveHune 3aWmnTbl NEPUMETPOB CEIMEHTOB
MHGOPMAaLMOHHOW CUCTEMBbI

3nC.18 Ob6ecneyeHune 3arpyskn 1 UCMOSNHEHUS NPOrPaMMHOro
obecneyeHnss ¢ MalNHHbBIX HOCUTENen nepcoHarnbHbIX
AaHHbIX, AOCTYMNHbIX TONbKO AN YTEHUS, N KOHTPOIb
LLeNIOCTHOCTM AaHHOro NporpaMMHOro obecneyeHuns

3nC.19 M3onsaumsa npoueccoB (BbINOMIHEHNE NporpaMm) B
BblAEeNeHHoM obnactn namsaTn

31C.20 3awmTa 6ecnpoBOAHbIX COEOUHEHWIA, MPUMEHSIEMbIX B
MHPOPMALMOHHON CUCTEME

XIV. BbisiBneHne MHUMAEHTOB U pearupoBaHue Ha Hux (UHL)

MHL.1 OnpepgeneHve nuy, OTBETCTBEHHbIX 3a BblsIBIIEHNE
WHUMOEHTOB U pearmpoBaHne Ha HUX

MHL.2 O6HapyxeHne, ngeHTumkauma n permcTpauus
WHUWOEHTOB

MHL.3 CBoeBpemeHHoe MHhopMmnpoBaHue nuu, OTBETCTBEHHbIX
3a BbIsIBIeHME UHLUMOEHTOB N pearnpoBaHue Ha HUX, O
BO3HMKHOBEHUN MHUMAEHTOB B MH(POpMaLMOHHON
cucTteme nosib3oBatensaMm n agMMHUCTpaTopamm

NHLL.4 AHanus3 nHUMAEeHToB, B TOM YUCIIE onpeaeneHne
NCTOYHMKOB U NPUYMNH BO3HUKHOBEHUA MHUWAOEHTOB, a
Takke oLeHKa Ux nocneacTaumn




NHLL.5 [MpuHATNE Mep NO YyCTPaHEHWUIO NOCNeACTBUA NHUMOEHTOB + | +

NHLL.6 [MnaHnpoBaHue 1 NpUHATUE Mep MO NpeaoTBpPaLLEHMIO + | +
NOBTOPHOI0 BO3HUKHOBEHNA NHUWAEHTOB

XV. YnpaBneHue KoHdurypaumen nHpopmMmaLMoHHON CUCTEMbI U CUCTEMBI 3aLUTbI
nepcoHanbHbIX AaHHbIX (YK®)

YK®.1 OnpepgeneHne nuuy, KOTOPbIM paspeLleHbl 4EUCTBUS MO + + +
BHECEHUIO N3MEHEHUI B KOHUrypawmio
MHGOPMAaLNOHHOW CUCTEMbI U CUCTEMbI 3aLUUThI
nepcoHanbHbIX JAaHHbIX

YK®.2 YnpasneHne naMmeHeHNaMn KoHgurypaumm + + | +
MHJOPMAaLMOHHOWN CUCTEMbI U CUCTEMbBI 3aLUUTDI
nepcoHanbHbIX JaHHbIX

YK®.3 AHann3 noTeHuManbHOro BO3AeNCTBUS MNaHUpyeMbIX + + +
N3MEeHEHNN B KOHUrypaLumm MHPOPMaLMOHHOW CUCTEMDI
N CUCTEMbI 3aLnTbl NEPCOHaNbHbIX AaHHbIX Ha
obecneyveHune 3aWwmnTbl NEPCOHaNbHbIX JaHHbIX U
corfiacoBaHne U3MeHeHNn B KOHGUrypaumum
MHPOPMALMOHHON CUCTEMBI C AOSMKHOCTHBIM JTULIOM
(paboTHUKOM), OTBETCTBEHHbLIM 3a 0becneyeHne
6e30MacHOCTM NepcoHanbHbIX AaHHbIX

YKo .4 [lokyMeHTUpoBaHue nHgopmaumm (4aHHbIX) 06 + + | +
N3MEHEHNAX B KOHUrypaumm MHOopMaLnoHHON
CUCTEMbI N CUCTEMbI 3aLUNTBI NEPCOHANbHbIX aHHbIX

"+" - Mepa no obecneyeHno 6e30NacHOCTU MNEepCOHanbHbIX OaHHbIX BKMAOYEHA B
0as3oBbli Habop Mep AN COOTBETCTBYIOWErO YPOBHS 3aLUMLLEHHOCTM MepCoHarbHbIX
AaHHbIX.

Mepbl no obecneyeHuto 6e30NacHOCTU MEPCOHarbHbLIX AaHHbIX, HE 0O03HAYEeHHblEe
3HakoMm "+", npumMmeHsitoTcs nNpu  agantauum  6as3oBoro Habopa Mep U YTOYHEHUU
aganTupoBaHHoOro 6asoBoro Habopa Mep, a Takke npu pa3paboTke KOMMNEHCUPYIOLNX Mep No
obecneveHnto 6e30MacHOCTM NepCcoHanbHbIX AAHHbIX.



