Mpuka3 PepepanbHON CRYXOblI NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO
ot 11 cpeBpansa 2013 r. N 17
"06 yTBepxaeHun TpeboBaHMM O 3awuTe MH(OpPMaLIMK, He coCcTaBnAoLWen
rocyaapcTBeHHYIO TalHy, cofiepXalliencs B rocyAapcTBeHHbIX MHPOPMaLMOHHbIX
cucremax"”

FAPAHT:

CM. pasbsiCHEHMS OTAENbHbIX MOSIOKEHUN HACTOsILWEro npukasa npuBedeHHble B
nHdpopmaumoHHom coobeHun PCTIK Poccum ot 15 nona 2013 r. N 240/22/2637
B cooteeTcTBMM € YacTbi 5 ctaTtbu 16 ®egepansHoro 3akoHa ot 27 uwong 2006 r.
N 149-03 "O6 uHdopmauumn, MHGPOPMALMOHHBIX TEXHOMNOMMAX M O 3almTe UHdopmauun”
(CobpaHnue 3akoHopatenbctBa Poccuiickon ®epgepaumn, 2006, N 31, cr. 3448; 2010, N 31,
cT. 4196; 2011, N 15, cT. 2038; N 30, cT.4600; 2012, N 31, cT1.4328) n lNonoxeHnem o
depepanbHon cnyxbe No TEXHNYECKOMY M 3KCMOPTHOMY KOHTPOSO, YTBEPXKAEHHbIM YKa3zom
Mpe3sngeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHopartenbctBa Poccunckon depepaumn, 2004, N 34, ct. 3541; 2006, N 49, ct.5192;
2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), npukasbiBato:
1. YTBepauTb npunaraemble TpeboBaHuA O 3alumnTe NMHOPMALNKN, HE COCTaBIISOLLEN
rocygapCTBEHHYHO TaliHy, COAepKaLlencs B rocyaapCTBEHHbIX MHPOPMALMOHHBLIX CUCTEMAX.
2. YCTaHOBUTb, 4YTO YKa3aHHble B NyHKTe 1 HacTodwlero npukasa TpeboBaHus
NPUMEHSAIOTCA ANA 3almThl MHOPMaUUK B rocyaapCTBEHHbIX MHOPMALMOHHbBIX CUCTEMAX C
1 ceHTAbps 2013 r.

AunpexTop PeneparnbHON B. CenvH
cnyx06bl N0 TEXHUYECKOMY
N 9KCMOPTHOMY KOHTPOSIHO

3apeructpupoBaHo B MuHiocte P® 31 mas 2013 r.
PeructpauyunoHHbin N 28608

FAPAHT:

Hactoswme TtpeboBaHMs npuMeHsOTCA ONS 3alWmTbl MHOpMauun B rocyAapCTBEHHbIX
MHAPOPMALMOHHBLIX cuctemax ¢ 1 ceHTabpsa 2013 r.

Tpe6oBaHus
0 3awmTe uHcpopmMauumn, He COCTaBNAOLWEN rocyJapCTBEHHYIO TalHy, coAepXKallencs B
rocyaapcTBeHHbIX MHPOPMALMOHHbIX CUCTEMAX
(yTB. npukaszom ®egepanbHON CNYXObl NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIO
ot 11 ¢peBpansa 2013 r. N 17)

FAPAHT:

Cm. MeTtogmyeckun p[OKyMeHT "Mepbl 3awuTbl MHOPMAUUM B TFOCYAAPCTBEHHbIX
MHOPMaUMNOHHbIX cuctemax”, yreepxaeHHbin PCTIK Poccun 11 dpespans 2014 r.

. O6wme nonoxeHun

1. Hactosiwme TpeboBaHus paspaboTaHbl B cooTBETCTBUN C PegepalibHbLIM 3aKOHOM
oT 27 wiona 2006 r. N 149-®3 "O6 nHdopmauunmn, MHPOPMaLNOHHBIX TEXHONOMUAX U O 3alunTe
nHdpopmauyun" (CobpaHue 3akoHogaTenbcTBa Poccunckon degepaumm, 2006, N 31, cT. 3448;
2010, N 31, cT. 4196; 2011, N 15, cT1. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a Takke C
y4eTOM HauMoHanbHbIX CcTaHgapToB Poccuiickon depepaumm B obrnactv  3awuTbl
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nHpopmauumn n B obnactn cosgaHna aBToMaTU3NPOBaAHHbLIX CUCTEM (Janee - HauuoHarbHble
cTaHgapTbl).

2. B pokymMeHTe ycTaHaBnuaroTcsa TpeboBaHus kK obecnevyeHmnto 3awmTbl MHOpMaLMK
OrpaHMYEeHHOro OOCTyna, He CoAepKallen CBedeHUs, COCTaBfsWME rocyaapCTBEHHYH
TauHy (ganee - HopmaLms), OT YTEYKN N0 TEXHUYECKNM KaHanam, HeCaHKLMOHMPOBAHHOIO
AocTyna, cneuuanbHbiX BO3AEWCTBUIM HA TaKyl WHdopMauuio (Hocutenun mHgpopmaumm) B
uenax ee foObIBaHUA, YHUUTOXEHNSA, UCKaXKEHNA My BroKMpoBaHns AOCTyna K Hen (ganee -
3awmrta uHdopmaumm) npu obpaboTke yKasaHHOM WHGOPMaUMM B TFOCYOAPCTBEHHbIX
MHAOPMALMOHHBIX CUCTEMAX.

Hactoawue TpeboBaHMs MOryT nNpPUMEHATbCA Ans  3awuTtbl  06LLeOCTYyNHON
WHpopmauuKn, cogepXawenca B FOCYy4apCTBEHHbIX MHEPOPMAUMOHHBIX CUCTEMax, Anis
AOCTMXKEHUs uenen, ykasaHHbIX B nyHkTax 1 u 3 yactn 1 craten 16 degepanbHOro 3akoHa
oT 27 nionsa 2006 r. N 149-d3 "O6 nHpopmaumnmn, NHPOPMaLNOHHBIX TEXHOOMNAX U O 3alunTe
nHdopmauumn”.

B nokymeHTe He paccmaTtpuBatoTca TpeboBaHMs O 3awmTe MHOpMauuK, CBA3aHHbIE C
NPUMEHEHNEM KpunTorpadmMyecknx METOAOB 3alunTbl MHoOpMauMm un WNgPoBarbHbIX
(kpunTOrpadmnyeckmnx) cpeacTs 3awmnTbl UHOPMaLUUK.

3. Hactosiwme TpeboBaHusa sBnsoTca obsizaTtenbHbiMK nNpyu 0b6paboTke nHgpopmaumm
B rOCYy[QapCTBEHHbIX WHM(OPMALMOHHBIX cuUcTEMax, (QYHKUMOHMPYIOWMX Ha TEeppUTOpPUM
Poccuinckon ®depepaummn, a TaKke B MyHMUMNANbHbIX MH(OPMALMOHHLIX CUCTEMAX, €Criv
WHOEe He YCTaHOBIEeHO 3akoHopaTtensbcTBoM Poccuinckon ®Pegepauum O MeECTHOM
camoynpaBneHuu.

Hactoawmne  TpeboBaHus He pacnpocTpaHsaTCs Ha rocygapCTBEHHblEe
MHOPMaUNOHHbIE cucTeMbl AamuHucTpaumm NpesmaenTta Poccunckon denepaumm, Coseta
besonacHocTn Poccunckon ®egepaunn, degepansHoro Cobpanus Poccunckon degepaumn,
MpasutenbctBa Poccuinckon ®eapepauunn, KoHctutyumorHHoro Cyaa Poccuinckon ®epepaunn,
BepxosHoro Cypa Poccuiickon ®epepauun, Bbicwero ApbutpaxHoro Cyaa Poccuickon
depepaumm n depepansHom cnyxobl 6e3onacHocTn Poccuiickon ®epepaunu.

4. Hactosawme TpeboBaHus npegHasHadeHbl Ans obnagatenen MHgopmaumu,
3aKa34yMKoOB, 3aKIMOYMBLUMX TFOCYOAPCTBEHHbBIA KOHTPAKT Ha CO34aHMe rocygapCTBEHHOWN
WH(pOPMAUNOHHON cucTeMbl (ganee - 3aka3ynkM) W OMnepaTopoB  rOCYAApPCTBEHHbIX
MHOPMAaLMOHHLIX CUCTEM (Oanee - onepartopbl).

Jlvyo, obpabarTbiBatoLlee nHdopmauuio, ABMAOLLYIOCS rocyaapcTBeHHbIM
MHOPMALMNOHHBIM PECYPCOM, MO MOpyYeHuto obnagartena MHgopmaumn (3akasvmka) unum
onepatopa 1 (MnNn) NpPegocTaBnAlLEE MM BblYUCIIUTENbHbIE PEecypcbl (MOLLHOCTU) Ans
06paboTkn MHpopMaLUMn Ha OCHOBaHUM 3aKITOYEHHOro goroBopa (ganee - ynorIHOMOYEHHOE
nnuyo), obecneuvBaeT 3awMTy MHGPOPMaUMM B COOTBETCTBMM C 3akoHOAATeSIbCTBOM
Poccunckon depepaumm o6 mHdpopmauumn, MHPOPMALMOHHBLIX TEXHOMOMMAX U O 3aluuTe
nHdopmauuun. B poroBope gosmkHa OblTb npegycMoTpeHa 06s3aHHOCTb YNOSIHOMOYEHHOro
niua obecneunBaTtb 3awmTy MHdopMaLuu, ABNSAOLLENCS rocyaapCTBEHHbIM
NHPOPMaLMOHHBIM PECYPCOM, B COOTBETCTBMM C HACTOALWMMN TpeboBaHNAMMN.

5. lNpn obpaboTke B rocyaapcTBEHHOW WHM(OPMALUMOHHON cucTeMe WHopmaumn,
coAepkallen nepcoHanbHble AaHHble, HacTosiwme TpeboBaHWS NPUMEHSAKTCS Hapsgy C
TpeboBaHMAMMN K 3alUMTE MEPCOHAmnbHbIX OAaHHbLIX NMpuM UXx obpaboTke B MHGAOPMALMOHHLIX
CUCTEMAX MepCOoHarbHbIX [AaHHbIX, YTBEPXAEHHbIX MocTaHoBreHMeM [lpaBuTtenncrea
Poccuiickon ®epepaumm ot 1 Hosibps 2012r. N 1119 (CobpaHve 3akoHoaaTenbCTBa
Poccunckon ®egepaunn, 2012, N 45, c1. 6257).

6. Mo peweHunto obnagatena nHgopmauun (3akasdmka) unu onepartopa HacTodAwme
TpeboBaHust MOryT MNpPUMEHATbCA ONs  3awuTbl  MHOpPMauuMn, cogepxalwencsa B
HerocygapCTBEHHbIX NHROPMALMOHHbLIX CUCTEMAX.
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7. 3awwuTa uHOpmMauuu, cogepXkalencs B rocygapCTBEHHOW WH(OPMaLNOHHON
cucteme (ganee - uHdopmauMoHHast cuctema), obecrneymBaeTcsi MyTEM BbINOSIHEHUS
obnagatenem vHdopmMaumm (3aka3vymkomM) u (Mnu) onepaTopom TpeboBaHUM K OpraHM3auuu
3awmTbl MHOPMaLMK, coaepaLenca B MHpopMaLUMOHHON cucteme, n TpeboBaHU K Mepam
3aWmThl MHOpMaLUMn, coaepalencsa B MHPOPMaLMOHHOW CUCTEME.

ll. TpeboBaHMA K opraHnsauum 3awmTbl MHhopMaLun, cogepkallencs B
MH¢opMaLUMOHHON cUCTEME

8. B wWHdopmMaunoHHOM cucteme obbekTaMn 3awuTbl SABNAKTCA WMHGOopMaums,
cogepxawlascsa B WH(POPMaLMOHHOW CUCTEME, TexHuyecknme cpeactea (B TOM uyucne
cpencTtBa BbIYMCNUTENBHOM TEXHMKM, MALUWMHHbIE HOCUTENW WHGOpMauuK, cpeactsa U
CUCTEMbI CBSA3N W nNepefayn [aHHblX, TexXHu4Yeckme cpeactsa o0O6paboTkm OGyKBEHHO-
UM poBoKr, rpadpnuyeckon, BUAEO- U pevyeBon MHopMaunn), obLecncTteMHoe, npuknagHoe,
cneumanbHoe nporpammMmHoe obecnevyeHne, WHMPOPMALMOHHbIE TEXHOMOMMKU, a Takke
cpencTBa 3awmThl MHoOpMaLUmN.

9. [Ina obecnevyeHns 3awuTbl MHGOPMaUMKN, cogepKallencs B MHGPOPMaLMOHHOM
cucTemMe, onepaTopoM HasHavaeTcs CTPYKTYpHOE noAapasgeneHne unm OOSMKHOCTHOE NULO
(paboTHUK), OTBETCTBEHHbIE 3a 3aLUUTy MHOPMaLMN.

10. Ona npoBegeHnss paboT no 3awmTe WHGOPMaUUM B XOAE CO34aHUA W
aKkcnnyataumm MHpoOpMauMoHHON cucteMbl obragatenem uHdopMauumn (3akasvymkom) U
ornepaTtopoM B COOTBETCTBMM C 3akoHogaTenbCTBOM Poccuinckon degepaummn npu
HeobXoAUMOCTN MPUBMEKAKOTCA OpraHu3aumm, UMeLne INUUEH3N0 Ha AOeATenbHOCTb Mo
TEXHMYECKOW 3alimTe KOHMUaeHuMansHon nHgopmMauum B cOOTBETCTBUN ¢ PeaepanbHbIM
3akoHom oT 4 mas 2011 r. N 99-03 "O nuueH3npoBaHUn OTAENbHbIX BUAOB AedATtenbHocTn"
(Cobpanune 3akoHogaTenbctBa Poccunickon Pepepaumm, 2011, N 19, cr1.2716; N 30,
CT. 4590; N 43, c1.5971; N 48, c1.6728; 2012, N 26, cT. 3446; N 31, c1.4322; 2013, N 9,
cT. 874).

11. Ona obecneyeHuns 3awmtbl MHOpMauuK, cogepxawencs B MHPOPMaLMOHHOMN
cucTeMe, NPUMEHSAITCA CpeacTBa 3awWmThl MHOPMaUUK, NpoLUeWne OLEHKY COOTBETCTBUS
B hopme obsaszaTenbHOM cepTudmkaumm Ha cooTBeTcTBMe TpeboBaHuAM Mo 6e3onacHoOCTU
MHdopMauuM B COOTBETCTBUN CO cTaThben 5 PegepanbHOro 3akoHa oT 27 gekabps 2002 r.
N 184-®3 "O TtexHuyeckom perynupoBaHun” (CobpaHue 3akoHogaTenbcTBa Poccuickon
d®epepaumn, 2002, N 52, ct.5140; 2007, N 19, ct.2293; N 49, ct.6070; 2008, N 30,
CT. 3616; 2009, N 29, cT. 3626; N 48, c1.5711; 2010, N 1, cT1. 6; 2011, N 30, cT1. 4603; N 49,
cT. 7025; N 50, cT. 7351; 2012, N 31, cT1. 4322; 2012, N 50, cT. 6959).

12. 3awmTta mHpopmauumn, cogepxauencs B MHOOPMaUMOHHON cucteme, siBnsdeTcd
COCTaBHOM 4acTbio paboT MO CO34aHUK M 3JKCnnyaTtauunm WHAPOPMALMOHHOW CUCTEMBbI U
obecneynBaeTca Ha Bcex CTagumax (3Tanax) ee co3fgaHus U B Xo4e aKkcnnyatauum nytem
NPUHATUS OPraHn3aLMOHHbIX U TEXHUYECKMX MEp 3alimTbl MHOPMAaLUK, HanpaBfEHHbIX Ha
OnoknpoBaHue (HeuTpanusauuo) yrpo3 6GesonacHOCTM WHGoOpMauun B MHGOPMALMOHHOM
cucTteme, B paMmkax cuctembl (NogcucTeMbl) 3awuTbl UMHGOpPMauMM  MHEOPMALMOHHOM
cucTeMbl (danee - cuctemMa 3aLlmTbl MHpopMaLuMm NHPOPMALIMOHHON CUCTEMBI).

OpraHusaumoHHble N TEXHUYECKMEe Mepbl 3awuTbl MHOpMaumm, peanusyemble B
pamkax cuctembl 3awmTbl MHGOPMaUUM MHOOPMALMOHHON CUCTEMbI, B 3aBUCUMOCTM OT
nHdopmMauum, cogepxawenca B UMHPOPMAUMOHHOW  cCUCTEMe, Lenen  co3gaHus
MHGOPMaLNOHHOW CUCTEMbBI U 3a4ay, peLlaeMbiX 3TON NHPOPMALIMOHHOMN CUCTEMOW, OOSDKHbI
ObITb HAaNpaBreHbl HA UCKMNIOYEHNE:!

HenpaBOMEpPHbIX O0CTyna, KOMMPOBAHWUSA, MNPefoCTaBNEeHUs WM pacnpocTpaHeHus
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nHpopmauun (obecneyeHne KoHpMaeHUManNbLHOCTN NHOpMaLnn);

HenpaBOMEpPHbIX YHUYTOXEHUS Unn moavduumpoBaHnsa nHgopmaumn (obecneyveHue
LEenoCTHOCTUN MHpopMaLnn);

HenpaBoMepHOro  GrokMpoBaHus  MHGopmaumm  (obecnevyeHme  OOCTYMNHOCTMU
MHdopMauun).

13. [Ona obecnevyeHuns 3awmTbl MHGOPMaLMK, copepXxaliencs B MHEGOOPMaLMOHHON
cucTemMe, NPOBOAATCS creayloLwme MeponpuaTus:

dopmupoBaHne TpeboBaHMM K  3awuTe  MHOpMauuKn,  codepxallencs B
WHOPMAaLNOHHOM CUCTEME,;

paspaboTka cucTeMbl 3almnTbl HPOPMaLUMN MHAOPMALMOHHONW CUCTEMBI;

BHeJpeHue CUCTEMbI 3aLunTbl UHGOPMaUUn MHPOPMAaLMOHHOM CUCTEMBI,

aTTectauus MHGOPMaLMOHHOM CUCTEMbl MO TpeboBaHWAM 3almTbl MHGOPMaLK
(banee - aTtTectauusa MHAPOPMALMOHHOM CUCTEMbI) N BBOA €€ B JENUCTBUE;

obecrneyeHne 3awMTbl WHMOpPMauMM B XOA4e IKcnfyaTauum aTTeCTOBaHHOM
MHGOPMaLNOHHON CUCTEMBI;

obecneyeHne 3awmnTbl MHPOPMaLMM NpU BbIBOAE W3 IKCNsyaTtauum aTTeCcTOBaHHOW
WHPOPMALNOHHOM CUCTEMBI UNU MNOcne MNPUHATUA pelleHna o6 OKOH4YaHun 06paboTku
UHdopMaLuun.

PopmMmupoBaHMe TpeboBaHUM K 3aWwmTe MHopMaLumn, cogepxallemncs B
MH(OPMaLMOHHOMN CUCTEME

14. ®dopmupoBaHue TpeboBaHuM K 3awmuTe uUHGOPMaUMK, coaepxallencs B
MHOPMALMOHHOM CUCTEME, OCYLLIECTBSIETCA obnagaTenem nHgopmauum (3akas4ymkom).

dopmunpoBaHme TpeboBaHMM K  3awmTte  uHOpMauuu, coaepxallenca B
WHOpPMaUNOHHOM cucteme, ocyulectensetca ¢ ydetom [OCT P 51583 "Sawwuta
UHopMmauun. [lopsaok  co3gaHns  aBTOMATU3MPOBAHHbLIX CUCTEM B 3alUULLEHHOM
ncrnonHeHun. O6wme nonoxenuns" (pnanee - NOCT P 51583) u NOCT P 51624 "3awwuta
nHpopmauun. ABTOMATUINPOBAHHbIE CUCTEMbI B 3alUMLLEHHOM UCNonHeHun. Obwue
TpeboBaHus" (aanee - FTOCT P 51624) n B TOM 4ncne BKOYaET:

NPUHATUE peLlleHns O HeobXOoAMMOCTWU 3alinTbl WHOPMaUUKW, coaepXxalenca B
MHGOPMAaLNOHHOW CUCTEME;

Knaccmukaumio MHPOPMaLMOHHOW CUCTEMbI NO TpeboBaHUAM 3awmTbl HGOPMaLUUK
(oanee - knaccmdpmkaums NHPOPMaLMOHHON CUCTEMDI);

onpegeneHve yrpo3 6e30nacHOCTM UHGOPMauuK, peanu3aumsa KoOTopbIX MOXeT
NPUBECTM K HapywweHuno 6e3onacHocTM uHGopmaumMm B MHGAOPMALMOHHOW CUCTEME, U
pa3paboTKy Ha X OCHOBE MoAenu yrpo3 6e3onacHoCT NHpopmMaumu;

onpeaeneHne TpeboBaHUn K CUCTEME 3alWuTbl UHGOPMaUMM MHEGOPMALMOHHON
CUCTEMbI.

14.1. Tpn nNpuvHATMM peleHns O HeobxoauMoCcTu  3awmTbl  MHGOPMaLMMK,
cogepxaliencs B UHPOPMaLNOHHOM CUCTEME, OCYLLLECTBASETCS:

aHanus uenen cosgaHns WHGPOPMAUMOHHOW CUCTEMbI W 3a[ay, pellaemMblX 3TOM
MHGOPMaLNOHHOW CUCTEMOWN;

onpegerneHne nHpopmauuu, nognexawen obpaboTke B MIHPOPMALMOHHON CUCTEME;

aHanu3 HOpMaTMBHbIX NPABOBbIX aKTOB, METOANYECKUX OOKYMEHTOB M HaLMOHANbHbIX
CTaHOapToB, KOTOPbLIM AOSMKHA COOTBETCTBOBAaTb MH(POPMALMOHHASA CUCTEMA;

NPUHATME pelleHna O HeobXoOUMOCTU CO34aHUS CUCTEMbI 3alMTbl MHOpMauUK
MHGOPMAaLMOHHON CUCTEMDI, @ TakkKe onpefeneHue uenen u 3agad 3awmTbl MHopMaumn B
MHPOPMALMOHHOM CUCTEME, OCHOBHbLIX 3TanoOB CO34aHWUs CUCTEMbI 3aluTbl MHGOPMaLUK



WH(POPMAUNOHHON cucTteMbl U YHKUMA NO  obecneyeHuo 3awWmTbl  MHAOPMaLMK,
cogepxawlencsa B MH(poOpMaUMOHHON cucTeme, obnagatensa WHgopmMaumm (3akasyuka),
onepartopa 1 ynosIHOMOYEHHbIX J1LL.

14.2. Knaccundpukauma MHGOpMaLMOHHOM CUCTEMbI MPOBOAMUTCA B 3aBMCUMOCTU OT
3Ha4YMmocTn obpabaTbiBaeMon B Hel nHdopmaumm n macwtaba MHPOPMaLMOHHOW CUCTEMBI
(dbepepanbHbIN, perMoHanbHbIi, 06BEKTOBLIN).

YcTaHaBnuBalTCA 4YeTblpe Knacca 3alueHHOCTU WHMOPMAaLMOHHON CUCTEMBI,
onpeaensiiome ypoBHU 3aLUMLLIEHHOCTM coaepKallencsa B Hern Hdopmauumn. Cambiin HA3KUINA
Knacc - 4yeTBepTbll, CaMbl BbICOKMM - MNepBbii. Knacc 3almweHHOCTU MHGOopMauMOHHOM
CUCTEeMBbI onpeaensaeTca B cooTBeTcTBUM ¢ npunoxeHnem N 1 k HacToawmum TpeboBaHMAM.

Knacc 3awmieHHocTr onpegenseTtca Ans MHpopMaunoHHON CUCTEMbBI B LIESTOM U, NMpU
HeobXoaUMOCTU, ONs ee OoTAEeNbHbIX CErMeHTOB (COCTaBHbIX YacTen). TpeboBaHue K knaccy
3alMLLEHHOCTU BKIOYAEeTCsa B TexXHWYecKoe 3ajaHue Ha cosgaHve MHGOpPMaLMOHHOM
CUCTEMbI N (MNN) TEXHMYECKOE 3adaHue (YacTHoe TexXHW4Yeckoe 3afaHue) Ha co3faHue
CUCTEMbI 3alUMTbl MHpOPMALMM MHAPOPMALMOHHON CUCTEMBI, pa3pabaTbiBaemble C y4eTOM
rocT 34.602 "MIHdhopmaumoHHas TEXHOMOrns. Komnnekc cTaHOapToB Ha
aBTOMaTU3NPOBAHHbIE CUCTEMBI. TexXHUYecKoe 3afaHne Ha co3gaHue aBTOMaTU3MPOBaHHOM
cuctembl”" (ganee - FOCT 34.602), TOCT P 51583 n TOCT P 51624.

Knacc 3awwmweHHOCT WHAOPMAUUOHHOM CUCTEMbl MOASIEXUT NepecMoTpy npu
N3MeHeHnn Mmactaba NHPOPMaLMOHHON CUCTEMbI UM 3HAYNUMOCTN 0bpabaTbiBAaeMO B HEW
MHdOpMauuK.

PesynbTatel knaccudukaumm wWHPOPMaAUNOHHON CUCTEMbI  OOPMIISAIOTCS aKTOM
Knaccuukaumn.

14.3. Yrpo3bl 6e3onacHOCTM MHGOPMaUUK ONPeaensioTcs MO pesynbTaTaM OLEHKM
BO3MOXHOCTeN (NoTeHuwana, OCHAWEHHOCTU W MOTMBaUMWN) BHELWHUX W BHYTPEHHUX
HapywmnTenen, aHanusa BO3MOXHbIX YSA3BMMOCTEN MH(OPMALVMOHHON CUCTEMBbI, BO3MOXHbIX
crnocoboB peanusauumn yrpo3 6esonacHoctT mMHGOpMauMM U MOCMEeACTBUM OT HapylleHus
CBONCTB 6e3onacHOCTU MHopMaLmmn (KOHPUAEHLMANBbHOCTU, LLENOCTHOCTU, OCTYMHOCTH).

Mpn onpegeneHun yrpo3 6e30MacHOCTU WMHAOPMAUUKM YYUTLIBAKOTCA CTPYKTYPHO-
PYHKUNOHANbHbBIE XapakKTEPUCTUKN MHAOPMALNOHHON CUCTEMBbI, BKIIHOYAOLWME CTPYKTYPY U
COCTaB MHMOPMALMOHHON CUCTEMbI, U3NYeckue, norndeckne, QyHKUNOHAmNbHbIE U
TEXHOMOrMyeckne B3aMMOCBSA3N MeXdy CerMeHTamu WHPOPMALMOHHON CUCTEMBI, C MHLIMU
WHPOPMALUNOHHBIMX  CUCTEMaAMU U UHAOPMALNOHHO-TENEKOMMYHUKALNOHHBIMU  CETAMM,
pexumbl 06paboTkM WHGoOpMauuM B WHAPOPMALMOHHOM CUCTEME U B €€ OTAENbHbIX
CerMeHTax, a TakkKe WHble XapaKTepUCTUKU WH(OPMAaLMOHHON CUCTEMBI, MPUMEHSEMbIE
NH(POPMAaLNOHHbBIE TEXHOMNOMMU U OCOBEHHOCTUN €€ (PYHKLIMOHMPOBAHUS.

Mo pesynbTatam onpegeneHuss  yrpo3  6e3onacHOCTM  MHopMauun  npu
HeobxooMMoCTU  paspabaTbiBalOTCsd pekoMeHAaumm MO KOPPEKTUPOBKE  CTPYKTYPHO-
PYHKUMOHASbHBIX ~ XapakTepUCTUK  MHAOPMAUVOHHOM  CUCTEMbI, HampaBfeHHble Ha
OGnoknpoBaHune (HenTpanuaaumo) oTaenbHbIX Yyrpo3 6e3onacHoCcT nHpopmaumn.

Mogenb yrpo3 6e3onacHOCTM WMHQOpPMauuK  OOSMKHA  cogepxaTb  onucaHue
MH(POPMALNOHHON CUCTEMbI U €e CTPYKTYPHO-(PYHKUMOHANbHbLIX XapakTePUCTUK, a Takke
onucaHwe Yyrpo3 ©0e30nacHOCTU WHGOPMaUUK, BKAKOYAOLWEE ONUCaHWe BO3MOXHOCTEN
HapywmTenen (Mogenb HapyLWnTens), BO3MOXHbIX YI3BUMOCTEN MH(POPMALMOHHOM CUCTEMBI,
cnocoboB peanusauum yrpo3 6esonacHocT mMHdoOpmauMM U MOCMEeACTBUN OT HapyLleHud
cBONCTB 6e30NacHOCTN MHAOPMALMK.

Ons onpepeneHus yrpo3 6e3onacHOCTM WMHGoOpMauun u paspaboTku Moaenu yrpos
6e3onacHOCTM MHpopMaUUN NPUMEHSAIOTCS MeToAuYeckne AOKYMEHTbI, pa3paboTaHHble n
ytBepxaeHHble PCTIK Poccun B cooTBETCTBUM C noarnyHKToM 4 nyHkTa 8 [lonoxeHusa o
depepanbHon cnyxbe No0 TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSI, YTBEPXKAEHHOIO YKa3om
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MpesmgeHta Poccuiickon ®Pepepauumn ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHopaTtenbctBa Poccuinckon depepaumm, 2004, N 34, ct. 3541; 2006, N 49, cr1.5192;
2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeMe 3awuTbl UHPOPMaUUN MHPOPMALMOHHON CUCTEMBI
onpenensalnTca B 3aBUCMMOCTM OT Knacca 3alMLeHHOCTU MHAOPMAaUMOHHOM CUCTEMbI W
yrpo3 6e3onacHOCTM MH(OpMaunMn, BKIIKOYEHHLIX B Mogenb Yrpo3 ©e3onacHoCcTu
MHdOpMaUuK.

TpeboBaHnss K cucteme 3awmtbl  MHGOpMauMM  MHEOOPMALMOHHOM  CUCTEMBbI
BKMNIOYAOTCA B TeXHWYeCcKoe 3ajaHue Ha co3gaHue WHAPOPMAUMOHHOW CUCTEMbl U (Unun)
TEXHUYECKOoe 3afaHune (YacTHOe TEXHMYECKOe 3aJaHue) Ha co3daHue CUCTEMbl 3alunTbl
MHpopmauun MHPOPMaLMOHHOM cucteMbl, paspabatbiBaemble ¢ ydetom FOCT 34.602,
FOCT P 51583 nTOCT P 51624, n gomkHbl B TOM YMCrie coaepxarb:

uenb 1 3agaydn obecneyeHus 3awmTbl MHOoOpMaLmmM B MHOOPMALMOHHON CUCTEME;

Kracc 3awmieHHOCTU MHGOPMaLUNOHHON CUCTEMDI;

nepedeHb HOPMAaTMBHbLIX MPaBOBbIX aKTOB, METOANYECKUX [OOKYMEHTOB U
HauMOHanbHbIX CTaHAAPTOB, KOTOPbIM AO/MKHA COOTBETCTBOBATb MH(POPMALIMOHHASA CUCTEMA;

nepeyeHb 06BHEKTOB 3aLnTbl MIHHOOPMALNMOHHON CUCTEMbI;

TpeboBaHna K Mepam M CcpeacTBam 3awuTbl WHOPMaUUK, NPUMEHSAEMbIM B
MHOPMALNOHHOM CUCTEME;

TpeboBaHna K 3awmTte uHGoOpmauMm npu UHAPOPMALNOHHOM B3aUMOAENCTBUM C
WHBIMU  MH(POPMALMOHHBIMM  CUCTEMaAMU U MHPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIMM
ceTaMu, B TOM Yucne ¢ MHPOPMALMOHHBIMM CUCTEMAMM YNONIHOMOYEHHOIO NUuUa, a Takke
npu  MNPUMEHEHUU  BbIYMUCIIUTENbHBIX  pecypcoB  (MOLWLHOCTEW), npefocTaBnsieMblX
YNONMHOMOYEHHbIM NMUOM Ans 06paboTkm nHopmaumn.

Mpn onpeneneHnn TpeboBaHMM K CcUCTEME 3alLnUTbl MHOopMaLUM MHPOPMALNOHHON
CUCTEMbI YYNTBIBAKOTCA NOSIOXKEHUSA NONUTUK obecneveHns nHopmMaunoHHon 6e3onacHoCcTn
obnapatena uHdopmMauuun (3akasdmka) B criydae mx paspabotkm no NOCT P UCO/MIK
27001 "MHdopmaumoHHasa TexHonorns. Metoabl n cpeactea obecneyeHmss 6e3onacHoOCTu.
Cuctembl MeHegKMeHTa MHGOopMaunoHHon 6esonacHocTu. TpeboBaHusa", a Takke NOMUTUK
obecnevyeHnsas nHdoOpMaUNOHHOM 6e3onacHOCTU onepatopa W YMNOfIHOMOYEHHOro nuua B
4yacTu, He NpoTuBopevaLLen nonutukam obnagarens nHgpopmauum (3akas4umka).

Pa3paboTtka cuctemMbl 3aWwmuTbl MH(poOpMaLMuM MHPOPMALUMOHHON CUCTEMbI

15. Paspabotka cuctembl 3awuTbl WHGPOPMaAUMN  UHAPOPMALMOHHON CUCTEMDI
opraHusyeTcs obnagarenem nHopmaunn (3akasymkom).

PaspaboTtka cuctembl  3awmuTbl  UHOPMaUUM  MHPOPMALMOHHON  CUCTEMDI
OCYLLIECTBMNSAETCHA B COOTBETCTBMM C TEXHUYECKUM 3aJaHUEM Ha co3faHne MHPOPMaLMOHHON
CUCTEMbI U (MNN) TEXHUYECKMM 3adaHMEM (YaCTHbIM TEXHUYECKMM 3adaHMeM) Ha co3daHue
CUCTEMbI 3alWnTbl UHGOPMaUUM MHPpopMaumMoHHon cuctembl ¢ ydyetom [FOCT 34.601
"MHdbopmaumoHHas TexHonorms. Komnnekc ctaHgapToB HA aBTOMAaTU3MPOBAHHbIE CUCTEMbI.
ABTOMaTM3MpoBaHHble cuctembl. CTagum co3ganus” (ganee - FOCT 34.601), FTOCT P 51583
nIrOCT P 51624 n B TOM Yncne BKNOYaET:

NPoeKTUpoBaHNe CUCTEMbI 3aLLNTbl MHpOopMaLMN NHPOPMaLIMOHHON CUCTEMBI;

pa3paboTKy 3KCniyaTauMoOHHOM LOKYMEHTauMM Ha CUCTeMy 3aluTbl MHopmauun
MHGOPMaLNOHHON CUCTEMDI;

MakeTUpoBaHME M TECTUPOBaAHME CUCTEMbI 3aLUMTbl MHAOPMALMM MHEPOPMAaLMOHHON
CUCTEMBI (NPY HEOBXOANMOCTHI).

Cuctema  3awmtbl  UHoOpMauUUM  UMHPOPMALMOHHOM  CUCTEMbI HE  OOJSMKHa
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npenaTcTBoBaTb AOCTMXKEHUIO Uenen co3gaHnd WHMOPMAaUMOHHOW CUCTEMbI U ee
PYHKUMOHNPOBAHWIO.

Mpn paspaboTtke cuctembl 3aWmTbl UMHGPOPMALUN  UHPOPMALNOHHON CUCTEMDI
yunTbiBaetTcd ee MHPOPMaUMOHHOE B3aUMOAEWCTBME C  WHBIMU  MHOPMAaLNOHHBIMU
cuctemMamm M- MHPOPMaLUMOHHO-TENTEKOMMYHUKALMOHHBIMKU  CETSIMW, B TOM 4ucne C
WH(POPMAUNOHHBIMX  CUCTEMaMM  YMOMHOMOYEHHOINO fnuvua, a Takke [pUMeHeHue
BblYMCNUTENBHbLIX PECYPCOB (MOLHOCTEN), NPeAoCTaBnseMbIX YNONHOMOYEHHbLIM NMLOM OS5
06paboTkn nHpopmaLmun.

15.1. TlpM nNpoeKkTUpoBaHUM CUCTEMbI 3alWnTbl MHGpOpMaUnUM MHGPOPMaLMOHHON
CUCTEMBI:

onpenensarTcs TUnbl cyobekToB AocTyna (Nonb3oBaTenu, NPoLecchl N NHble CyOBHEKTDI
aoctyna) m obbekToB AoCTyna, ABNSKOWMXCSA obbekTamu 3awmtbl (YyCTponcTBa, OOBEKTHI
annoBon CUCTEMBI, 3anyckaeMble N UCMOSTHAEMbIE MOAYN, OOBEKTbI CUCTEMbI YNPaBNeHUs
6a3amMu gaHHbIX, O6bEKTLI, cCO3gaBaeMble MpUKNagHbLIM NPOrpamMmMHbIM obecrneyeHnem, nHble
06beKTbl 4OCTyNa);

onpefensarTcs MeToAdbl YrnpaBreHus [[OCTYNOM  (OMCKPEUMOHHbIA, MaHOaTHbIN,
porieBon UNU MHble MeToAdbl), TUMbl AOCTyNa (4TeHue, 3anncb, BbINOSIHEHME UMW MHbIE TUMbI
AOoCTyna) U npasBuna pasrpaHUYeHns OocTyna cybbekToB AocTyna K obbektam goctyna (Ha
OCHOBE CMUCKOB, METOK 6e30MacHOCTU, ponen 1 NHbIX Npasus), nognexaiwue peanmsauuun B
MHGOPMAaLNOHHOW CUCTEME;

BblGupaloTca Mepbl 3awWmTbl MHOPMauuK, nognexawme peanusauum B cucteme
3aLWnTbl MHopMaLmm NHHPOPMALMOHHON CUCTEMBI,

onpeaensarnTca Buabl M TUMbl CPeAcTB 3awuTbl UHGOpMauuun, obecnevmsarolimne
peanuaauuio TeEXHUYECKNX Mep 3aLmTbl MHpopmauuu;

onpegensieTcs CTPyKTypa CUCTEMbl 3alimTbl  MHOPMaUMM  MHEOOPMAaLMOHHOMN
CUCTEMBI, BKITlOMAsA COCTaB (KONMYECTBO) U MecTa pasMeLLEHNs ee SIEMEHTOB;

ocywiectBngeTcs BblboOp cpeacTs 3awuTbl MHGOPMaUUK, CepTUPULMPOBAHHBLIX Ha
cooTBeTCcTBME TpeboBaHWaAM no 6Ge3onacHOCTU WMHOpPMaUUW, C y4eTOM WX CTOMMOCTM,
COBMECTUMOCTU C WHAOPMAUNOHHLIMU TEXHOMOMMAMU U TEXHUYECKUMU CpeacTBamM,
dyHKUM 6e30nacHOCTU 3TMX CPEeACTB M OCODEHHOCTEM UX peanu3auuu, a Takke Kracca
3aWMLLEHHOCTU MH(POPMALMOHHOWN CUCTEMBI;

onpefensarTcs napaMeTpbl HACTPOMKM MporpaMMHoro obecneveHusi, BKIOYas
nporpaMmmHoe obecnevyeHne cpeacTB 3alnTbl MHoOpMaLumm, obecneynsaroLme peanmsauuio
Mep  3aWwuTbl  UHOpMauuK, a Takke YCTpaHeHMe  BO3MOXHbIX  YA3BMMOCTEN
WHPOPMALNOHHOM  CUCTEMBI, MPUBOAALIMX K BO3HUKHOBEHMIO Yrpo3 6Ge3onacHoOCTU
MHdopMaLuu;

onpeaensTca Mepbl 3aWwunTbl MHGPOPMaLMM Npyu NHPOPMaLMOHHOM B3aMMOLENCTBUN
C WHbIMW WHMOPMAUMOHHBIMU CUCTEMAMU U NHE(OPMALNOHHO-TENEKOMMYHUKALNOHHBIMMN
ceTaMu, B TOM Yuchne C MH(POPMAaLMOHHBIMU CUCTEMaMM YNONIHOMOYEHHOIO NUua, a Takke
npy  NPUMEHEHUN  BbIMUCIUTENbHBLIX  pecypcoB  (MOLWHOCTEN), nNpenocTaBnsieMblX
YNONTHOMOYEHHbIM NMUOM Ansa o6paboTkm nHpopmaumn.

PesynbTaTbl MPOEKTUPOBaHUA CUCTEMbI 3aliuTbl MHGOPMaUUM MHGOOPMALMOHHON
CUCTEMbI OTpaxatTCs B MPOEKTHOM [OKYMEHTaumm (3CKM3HOM (TEXHMYECKOM) MNpoeKkTe W
(vnn) B pabodver [OKYMEHTaUMW) Ha WHAPOPMALMOHHYKD CUCTEMY (CUCTEMY 3aluUThbl
MHOpMaUUN MHPOPMALIMOHHON cucTeMbI), paspabaTbiBaembix ¢ ydetom FOCT 34.201
"MIHdopmaunoHHasa TexHonorus. KomMmnnekc ctaHgapToB HA aBTOMaTU3UPOBAHHbIE CUCTEMBI.
Buabl, KOMNMEKTHOCTb U 0B603HaAYeHWe AOKYMEHTOB MNpW CO34aHMM aBTOMaTU3NPOBAHHbLIX
cuctem" (nanee - FOCT 34.201).

[MpoekTHas AOKYMEeHTauus Ha MHPOPMaLMOHHYIO CUCTEMY U (UNN) ee CUCTEMY 3aLLMUThbl
nHdopMaUumM nognexart cornacoBaHulo ¢ onepaTtopoMm MHPOPMaLNOHHON CUCTEMbI B Crnyyae,
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ecnu OH onpedeneH TakoBbIM B COOTBETCTBUM C 3akoHogaTenbCTBOM Poccumnckon
degepaumm K MOMEHTY OKOHYaHWA MPOEKTUPOBAHUSA CUCTEMbl 3alMTbl  MHGOPMAaLMM
MHPOPMALNOHHOM CUCTEMBI N HE ABNSIETCH 3aKa3ynukoM AaHHOW MHAOPMAaLMOHHON CUCTEMBbI.

Mpu oTcyTCcTBUN HEOBXOOUMBIX CPEACTB 3alnTbl MHAOPMaLNN, CeEPTUPULNPOBAHHBIX
Ha cooTBeTcTBME TpeboBaHMAM no 6e3onacHOCTU MHGOPMaLMK, opraHnsyeTcs paspaboTka
(oopaboTka) cpeacTB 3awWmTbl MHOpPMauUMM U UX cepTuUdUuKaumss B COOTBETCTBUU C
3akoHoaaTtenbcTBoM Poccunckon degepaunm nnm npousBoanTCA KOPPEKTUPOBKA MPOEKTHLIX
peLeHnin no MHPOpPMaLMOHHON cucTeEME U (UNn) ee cucTeme 3aLmTbl MHOPMaLMN C YHETOM
PYHKUMOHASbHBLIX BO3MOXHOCTEN WUMEILWNXCH CepTUULNPOBAHHBLIX CPeacTB  3allnTbl
MHdopMaLuu.

15.2. PaspaboTtka aKcnnyaTauuMoOHHOW OOKYMEHTauMM Ha CUCTeMy  3aluuThbl
MHopMauun MHAPOPMaLMOHHON CUCTEMbI OCYLLIECTBMSETCA B COOTBETCTBUU C TEXHUYECKUM
3ajaHneM Ha co3gaHve WHGOPMALMOHHOM CUCTeMbl U (UNU) TEXHUYECKUM 3adaHuem
(4aCTHbIM  TEeXHUYEeCKMM 3aJaHMeM) Ha Cco3fgaHue CUCTEMbl 3awnTbl  MHdOpMaLMK
MHOPMALNOHHON CUCTEMBI.

OKcnnyaTaumMoHHas  OOKyMeHTauums Ha  cucTemy  3aWuThbl NHpopmauun
MHOpMaUNOHHOM cucTeMbl paspabartbiBaetca ¢ ydetom FOCT 34.601 , TOCT 34.201 wn
FOCT P 51624 v pomkHa B TOM 4nicne cogepXaTb OnncaHue:

CTPYKTYpPbl CUCTEMBI 3aLLNTLI MHPOPMaLMN MHOPMALMOHHOM CUCTEMBI;

cocTtaBa, MeCT YCTaHOBKW, MapaMeTpoB W Mopsgka HaCcTPOWMKM CPeAcTB 3aluThbl
MHdopMauuK, NporpamMmmMHoOro obecrneyeHns U TEXHUYECKUX CPenCTB;

npaBun aKcnsyataumm cUcTeMbl 3alnTbl MIHOPMaLMU MHPOPMALIMOHHON CUCTEMBI.

15.3. [lpn mMakeTMpoBaHUM U TECTUPOBAHUN CUCTEMbl 3aWUTbl UHGOPMALUK
NHPOPMAaLNOHHOW CUCTEMbI B TOM YUCIIE OCYLLIECTBASAIOTCS:

nposepka paboTOCNOCOBHOCTM M COBMECTUMOCTM BblIOpaHHbIX CPeacTB  3alunTbl
NMHopMauun ¢ MHPOPMALMOHHBIMU TEXHOSOMMAMMU U TEXHUYECKUMU CpeacTBamu;

npoBepkKa BbIMOMHEHNA BblOpaHHbIMK cpefcTBaMM 3awmThl MHGOpMaumm TpeboBaHuin
K cuMcteme 3almTbl MHopMauum NHPOPMaLIMOHHOM CUCTEMBI,

KOppeKTUpoBKa NPOEKTHbIX peLleHnn, pa3paboTaHHbIX npu co3gaHuun
MHOPMALMOHHOM CUCTEMbI U (MNN) CUCTEMbI 3alWnTbl MHGOPMaLMM UHAOPMALMOHHON
CUCTEMBI;

KOPPEKTUPOBKa MPOEKTHOW M 3KCMNyaTauWOHHON AOKYMEHTauun Ha CUCTEMY 3aluuThbl
MHdopMaunmn MHPOPMaLMOHHON CUCTEMBI.

MakeTupoBaHMe CUCTEMbI 3alUnTbl MHPOpPMaLMN MHHOPMALMOHHOW CUCTEMbI U ee
TeCTUpPOBaHUE MOXET NPOBOAMTLCA B TOM YMCNEe C UCMOMb30BaHMEM CPeaCcTB U MEeTOAOB
MOAENNPOBaHMSA MHPOPMALNOHHbBIX CUCTEM U TEXHOSOMMIN BUPTyanuaauuu.

BHep,peHMe CUCTeMbl 3alUUnTbI I/IH(*)OpMaLIMVI MHdJOpMaLIMOHHOﬁ CUcteMbl

16. BHegpeHue cuctembl 3awmTbl MHMpOpMaLMM  NHPOPMALMOHHOM CUCTEMbI
opraHusyeTcs obnagarenem MHpopmMaunn (3akaszymkom).

BHegpeHne  cuctembl  3awuTbl  MHGOPMAUMKM  MHAPOPMALMOHHOM  CUCTEMDI
OCYLLECTBMSAETCA B COOTBETCTBMM C MPOEKTHOW W 3KCrnfyaTauMOHHOW AOKYMeHTaunemn Ha
cucTeMy 3awmTbl MHOPMaLMM MHPOPMALIMOHHOW CUCTEMbI U B TOM YMCIIE BKITHOYaET:

YCTaHOBKY M HAaCTPOWMKY CPeACTB 3alnTbl MHpOpMaLMN B MHPOPMALIMOHHON CUCTEME;

pa3paboTKy OOKYMEHTOB, OMnpedenswlmx npasuia WM npoueaypbl, peanusyemble
onepatopom ansa obecnevyeHnsa 3awmuTbl MHPOPMaLMM B MUHOPMALIMOHHOM CUCTEME B X04e
ee aKkcnnyataumm (ganee - OpraHuM3auMOHHO-pacrnopsauTenbHble AOKYMEHTbl Mo 3awuTte
MHdopMauun);
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BHeJpeHue OpraHn3aunoHHbIX Mep 3aLmTbl MHOPMaLmK;

npegBapuTenbHble UCMbITAHUA CUCTEMbl 3alMTbl MHGOPMaUUM MHPOPMAaLMOHHON
CUCTEMBI;

OMbITHYIO 3KCNIyaTaumo CUCTEMbI 3aLUTbl MHGPOPMaLMU MHPOPMAaLMOHHON CUCTEMBI;

aHanu3 ya3BuMocTen UHAOPMALMOHHOM CUCTEMbI U MPUHATME Mep 3aluThbl
NMHopMaLUKN NO NX YCTPAHEHUIO;

NPUeMOYHbIE UCMbITAHNA CUCTEMbI 3aLMTbl MHPOPMaUUK MHPOPMALMOHHON CUCTEMbI.

K BHegpeHuto cucTeMbl 3awmtbl  UHMOpMauUM  MHAPOPMALMOHHON  CUCTEMDI
npusnekaeTca onepatop WHPOPMALMOHHOM CUCTEMBbI B Crlydae, ecrnv OH ornpegeneH
TakoBbIM B COOTBETCTBUMM C 3akoHogaTenbCcTBOM Poccuickon Pegepaumm K MOMEHTY
BHeOpeHUs CUCTeMbl 3almTbl MHGOPMaUMU MHEPOPMALMOHHON CUCTEMbI U He HABNAeTCS
3aKas34ynkom gaHHOW MHGOPMaLUOHHON CUCTEMDI.

16.1. YcTaHOBKa M HaAcTpoMKa CpeficTB 3alumTbl MHoOpMaumm B MHE(OPMaLMOHHON
cUCTeMe [OIKHa NpPOBOAUTLCH B COOTBETCTBUWM C 3KCMIyaTauMOHHOW AOKYMeHTauuen Ha
cucTeMy 3almTbl MHpopMaunm MHAPOPMALVMOHHOM CUCTEMbI U JOKYMEHTauMen Ha cpeacrea
3aLnTbl MHopMaLmn.

16.2. PaspabaTtbiBaeMble opraHu3aLMOHHO-pacnopagmTenbHble JOKYMEHThI MO 3awuuTe
NMHopMauuKn SOMKHbI onpeaensaTb npasunia u npouenypsb:

ynpaBneHus (agMuHMCTpUpoBaHNS) cucTteMomn 3amnThl MHopMaLmn
MHGOPMaLNOHHON CUCTEMDI;

BbISIBIEHNA MHUMOEHTOB (OAHOro COobbITUA WnKn rpynnbl COBLITUIN), KOTOpblIE MOryT
NpuBeCTU K CO0AM U HapyLUEHNIO OYHKLMOHMPOBAHNSA UHPOPMALMOHHOW CUCTEMBI U (MNn)
K BO3HMKHOBEHMIO Yyrpo3 6e30nacHOCTU MHopMaumun (ganee - MHUMOEHTLI), U pearnpoBaHns
Ha HUX;

ynpaBneHus koHdurypaumen aTTectoBaHHOM MHAOPMALMOHHOM CUCTEMbI U CUCTEMBI
3aLnTbl MHhopMaL M NHPOPMALMOHHON CUCTEMBI;

KOHTPOSsi (MOHUTOpMHra) 3a obecnevYeHnemM YpOBHS 3alUMLLEHHOCTU MHGOPMaLMK,
cogepxaliencs B UHPOPMaLIMOHHOM CUCTEME,;

3aWmThl MHOPMaLMK NPU BbIBOAE M3 3KCNslyaTaumum MHAPOPMaLVUOHHOW CUCTEMBI UMK
nocrne NpUHATUA peeHnsa 06 okoH4YaHUK 06paboTkn nHdopMaLun.

16.3. [Mpn BHeApPEHUN opraHM3aUnoOHHbIX Mep 3aLnTbl UHOPMAaLMKN OCYLLECTBASAITCS:

peanu3auus npaBun pasrpaHUyYeHnsa OOoCTyna, pernameHTUpylowmx npasa AocTyna
cybbekToB foctyna K obbektam pJoctyna, W BBeAEHWE OrpaHUYeHUn Ha [OenCTBUS
nonb3oBaTerien, a Takke Ha M3MEHeHMe YCNoBUK JKCniyaTauuu, coctaBa U KoHurypauyum
TEXHUYECKUX CPEACTB N NporpaMMHoro obecnevyeHus;

npoBepka NOSIHOTbI U AeTanbHOCTM OMUCaHWUS B OpraHn3aunoHHO-pacnopaanTenbHbIX
AOKYMEHTax Mo 3awuTte WHGopMauuum OeACTBUW nofib3oBaTtenen u agMUHUCTPaTopoB
NMHOPMALNOHHOW CUCTEMbI NO peanu3aunmn opraHn3aumMoHHbIX Mep 3aLLMTbl MHpopMauuu;

oTpaboTka AOencTBMM AOSMKHOCTHBLIX NML W nogpasfgenieHuin, OTBETCTBEHHbIX 3a
peanuaauuio Mep 3awmTbl MHGPOPMaLMK.

16.4. MpepBapuTernbHble ncnblTaHUs CUCTEMbI 3awmnTol NHopMauun
nHdopMaunoHHON cuctembl nposoaaTca ¢ ydyetom [OCT 34.603 "MHdopmaumoHHas
TexHonorus. Buabl vcnblTaHMn aBTOMaTU3NPOBaHHLIX cucteMm” (ganee - FOCT 34.603) wm
BKIMOYAKOT NpoBepKy paboTocnocobHOCTM cMCTEMBI 3almTbl MHpopMaLnn NHPOPMaLMOHHOM
CUCTEMbI, @ TaKKe MPUHATME pPeLUeHMsT O BO3MOXHOCTM OMbITHOM 3JKCMyaTtauunm CUCTEMbI
3aWmThl MHOpMaLMM NHPOPMAaLIMOHHON CUCTEMBI.

16.5. OnbITHag aKcnnyatauus CUCTEMbl 3awuTbl MHGOPMaUMM NHGPOPMaLMOHHON
cuctemMbl nposoautcs ¢ ydetom FOCT 34.603 wn Bkno4vaeT NpoBepKy (PyHKLMOHUPOBaAHUSA
CUCTEMbI 3aLlMTbl UHGOPMAUUM UHAOPMALNOHHOMW CUCTEMBI, B TOM YUCHE pearim3oBaHHbIX
Mep 3awuTbl MHOPMaUUK, a TakkKe rOTOBHOCTb NoOSib3oBaTeneh U aAMUHUCTPATOPOB K
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aKcnryaTtauum cucTemsl 3amnTbl UHOPMaUnn MHAPOPMAaLMOHHOMN CUCTEMBI.

16.6. AHanms ysa3sMmMocTen MHPOPMaLUVOHHON CUCTEMbI NPOBOAUTCH B LeNAX OLEHKU
BO3MOXHOCTU npeogonexHns HapyLmTenem cucTemMbl 3aWmThbl MHdOopMauunn
WH(POPMAUNOHHON cUCTEMbl UM NpefoTBpalleHus  peanu3auun  yrpo3 6GesonacHoCTU
MHdopMauuK.

AHanna ysasBMMOCTEN MHMOPMALMOHHOW CUCTEMbl BKIHOYAEeT aHanu3 YA3BUMOCTEN
CPEeACTB 3awuTbl MHGOPMALMK, TEXHUYECKMX CPeacTB M nporpamMHOro obecnedeHus
MHGOPMaLNOHHOW CUCTEMDI.

Mpn ananuse yasBuUMoOCTEN WMH(OPMALMOHHOW CUCTEMbI MPOBEPSIETCA OTCYTCTBUE
M3BECTHbIX YA3BUMOCTEMW CpPeACTB 3aluTbl  MHPOPMaUMU, TEXHUYECKUX CpPeacts MU
nporpaMmMHoro obecneyeHnsd, B TOM 4YMCNEe C Y4€TOM WHopmauuun, uMetowenca y
pa3paboTymMkoB W MNOMyYEeHHOW W3 Apyrux OBLLeAOCTYMHbIX MCTOYHUKOB, MPaBUSIbHOCTb
YCTAHOBKM UM HACTPOMKM CpPeAcTB 3awuTbl MHGOpMaUMM, TEXHUYECKUX Cpeacts U
nporpamMmmHoro obecneyeHunsi, a Takke KOPPEeKTHOCTb paboTbl CPeACTB 3allnTbl HOpMaLUn
npu Nx B3aMMOgeNCcTBUN C TEXHUYECKMMU CPeacTBaMU U NPOrpaMMHbIM obecneyeHmeMm.

B cnydae BbisBneHna ys3BMMOCTEN WMHAOPMALUMOHHOW CUCTEMbI, MPUBOLALLUNX K
BO3HUKHOBEHWMIO  OOMOSTHUTENbHbLIX  Yrpo3  6e3onacHOCTUM  WMHopMauun, NpPOBOANUTCS
YTOYHEHNe mogenu yrpos 6esonacHocT MHdopMaumm 1 Nnpu HeobxoaUMOCTU NMPUHUMAKOTCH
AONOJSTHUTENbHbIE Mepbl 3alMTbl MHOPMAaLMK, HanpasfeHHble Ha YCTPaHeHUe BbISIBIEHHbIX
YSI3BUMOCTEN UNN UCKNIOYatoLWmMe BO3MOXHOCTb MCMOMb30BaHNSA HapyLLUMTeneM BblSIBNEHHbIX
YSiI3BUMOCTEWN.

16.7. lNpuemMoyHble MCNbITaHUA CUCTEMbI 3alunTbl MHOPMaLMKM MHGPOPMALMOHHOM
cuctembl npoBogatcs ¢ ydetom [OCT 34.603 u BKMAYaT MNPOBEPKY BbINOSTHEHUS
TpeboBaHU K cucTeMe 3amnTbl MHpopMaunm MHPOPMALIMOHHON CUCTEMbI B COOTBETCTBUM C
TEXHUYECKUM 3afaHMeM Ha co3gaHne MHMOPMALMOHHON CUCTEMBbI U (MNIM) TEXHUYECKUM
3aflaHMeM (YacTHbIM TEXHUYECKUM 3aJaHMeM) Ha co3faHue CUCTeMbl 3aluTbl MHopmaumnm
MHOPMALNOHHON CUCTEMBI.

ATtTecTaumsa MHOPMaALMOHHOM CUCTEMBbI U BBOA €€ B e ACTBUE

17. ATTectauma  WMHMOPMAaUMOHHOW  cUCTeMbl  opraHusdyetca  obrnagatenem
MHopMauum (3aka3vyMkoM) WM OMepaTtopoM U BKMAKOYAET MPOBEAEHME KOMMMekca
OPraHM3auUMOHHbIX U TEeXHUYECKMX MeponpuATUN  (aTTeCTauMOHHbIX UCMNbITaHUKW), B
pe3ynbTaTte KOTOPbIX MOATBEPXOAeTCs COOTBETCTBME CUCTEMbI 3awuTbl MHMOpMauum
MHOPMALNOHHOM CUCTEMBI HacTosWMM TpeboBaHUAM.

17.1. B kadectBe MCXOOHbIX [JaHHbIX, HeobxogumbIX AONa  aTTecTauum
MHPOPMALNOHHOM CUCTEMbI, UCMOSb3YKTCA Mogenb yrpo3 6e30MacHOCTU MHGOpMauuK, akT
Knaccuukaumm  UHPOPMALUNMOHHOW  CUCTEMbI, TEXHMYEeCcKoe 3afaHue Ha co3faHue
MHPOPMALNOHHOM CUCTEMbI U (UNN) TEXHUYECKOe 3afaHne (Y4aCTHOe TeXHU4YecKoe 3ajaHue)
Ha co3gaHWe CcUCTeMbl 3aluTbl MHGOPMaUUM WUHEOOPMALMOHHON CUCTEMbI, MPOEKTHAA W
aKcnryataumoHHasi AOKYMEHTauusi Ha cuctemy 3awmtbl MHdopMauun mHEOpPMaLMOHHOM
CUCTEMbI, OpraHU3auUMOHHO-pacnopaauTESNbHbIE LOOKYMEHTbI MO  3awute WHdopmaumu,
pesynbTaTbl aHanuaa YA3BMMOCTEMN NHGOPMaLMOHHOWN CUCTEMBI, marepuansl
npeaBapuTenbHbIX M MPUEMOYHBIX  UCMBITAHWMA  CUCTEMbI  3alUTbl  MHQOpMaLmn
MHPOPMALMOHHOM CUCTEMBI, a TakkKe UHble JOKYMEHTbI, pa3pabaTtbiBaeMble B COOTBETCTBUM
¢ Hactoswmmn TpeboBaHusIMN.

17.2. AtTectauusi MHEGOOPMALMOHHONW CUCTEMbI MPOBOAUTCS B COOTBETCTBUM C
nporpaMmon M MeToguMKaMn aTTeCTauMOHHbIX UCMbITaHUA OO0 Havana ob6paboTkm
nHpopmauum, nognexawen 3sawmte B UMHGpOpMaUMOHHOM cucteme. [Ons npoBeneHus
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aTTecTauun MHMOPMAaLMOHHON CUCTEMbI MPUMEHSAIOTCA HaUMOHanbHble CTaHAapThl, a Takke
MeToaudeckne [OOKyMeHTbl, paspabotaHHble u yTBepxaeHHble @OCTOK Poccunm B
cooTBeTCTBMM C noanyHkToMm 4 nyHkTa 8 [lonoxeHns o ®PepepanbHon cnyxbe no
TEXHUYECKOMY M 9KCMOPTHOMY KOHTPOSIO, YTBEpXAeHHoro Ykasom [lpesnaeHTta Poccuimckon
®epepaumm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTataMm  aTTeCTauUOHHbIX  UCMbITAHUWA  OPOPMIISAOTCA  NPOTOKOSbI
aTTEeCTaUUOHHbIX MWCMNbITAHUKW, 3akfloyeHMe O COOTBETCTBUM WHAPOPMALNOHHOM CUCTEMBI
TpeboBaHNAM O 3alumTe MHOPMaUUM U aTTecTaT COOTBETCTBUS B Criydyae MOMOXUTENbHbIX
pe3ynbTaToB aTTeCTaLMOHHbIX UCTbITAHUMN.

17.3. [JonyckaeTca aTttectaumsa MHPOPMALIMOHHOM CUCTEMbl HA OCHOBE pe3ysibTaToB
aTTeCTALMOHHbIX UCMbITAHUIN BblAENEHHOro Habopa CermMeHToB MH(OPMALMOHHOW CUCTEMBI,
peanuayrLmx NOMHY TEXHOMNOMMI0 06paboTkn NHopMaLnn.

B atom cny4ae pacnpocTtpaHeHue aTTectaTa COOTBETCTBUS Ha [Opyrme CerMeHThbl
MH(POPMALNOHHON CUCTEMbI OCYLLECTBNAETCA NPU YCIOBUM UX COOTBETCTBUS CErMeHTam
MHPOPMALNOHHOM CUCTEMBI, NPOLLEALNM aTTeCTalMOHHbIE UCTbITAHNA.

CermMeHT cumMTaeTcad COOTBETCTBYIOLIMM CErMeHTy WH(OPMaUNOHHOW CUCTEMbI, B
OTHOLLEHUM KOTOpPOro Obinun npoBeaeHbl aTTeCTauuoHHbIe UCMbITaHUSA, eCriv Ans YKa3aHHbIX
CErMeHTOB YCTaHOBMEHbl OAMHAKOBbIE KNacchl 3alULLEHHOCTWU, Yrpo3bl 6Ge3onacHOCTU
WHOpMauuK, peanu3oBaHbl OOMHAKOBbIE TMPOEKTHbIE peleHnd no WUHPOPMaLNOHHON
CUCTEME U ee CUCTEME 3aLUMTbl HpopMaLu.

CooTBeTCTBME CErMeHTa, Ha KOTOpPbIN pacrnpoCTpaHseTcs aTtTecTaT COOTBETCTBUS,
CerMeHTty MHGPOPMALMOHHOW CUCTEMbI, B OTHOLIEHMM KOTOpPOro ObilnM NpoBeaeHbI
aTTeCTauuoHHble  UCMbITaHWs, TMOATBEpPXOaeTca B X04e MNPUEMOYHbIX  UCMbITaHUN
MHGOPMaLMOHHOW CUCTEMbI UNU CEMMEHTOB MH(POPMALMOHHOW CUCTEMBI.

B cermeHTax MHOpPMaUVOHHOM CUCTEMbI, HA KOTOpble pacrnpocTpaHseTcs aTtrecTtar
COOTBETCTBUSA, onepaTopom obecneunBaeTcsa cobnogeHvne aKcnnyaTaunoHHOM
AOKYMEHTauuM Ha cucteMy 3awutbl  WHGOpMaumn  MHEMOOPMALMOHHON CUCTEMBbI W
OpraHn3aunoHHO-pacnopaanTeNbHbIX JOKYMEHTOB MO 3alimMTe MHAOPMaLmK.

OcobeHHOCTM aTTecTauun MHMOOPMALMOHHON CUCTEMbl Ha OCHOBE pe3ynbTaToB
aTTEeCTALUMOHHbIX WUCMbITAHUA BblAeNeHHOro Habopa ee CerMeHToB, a Takke YCroBuS U
nopsgoK pacnpoCTpaHeHnsa atTectaTta COOTBETCTBUSA Ha Apyrne cerMeHTbl MHPOPMaLNOHHON
CUCTEMbI OMpedendalTca B MNporpaMMe W MeToAMKaxX aTTeCTaLMOHHbIX WCNbITaHUN,
3aKn4YeHnn 1 aTTectTaTte COOTBETCTBUSI.

17.4. lNoBTOpHasa aTtTecTauns MHPOPMaLMOHHON CUCTEMbI OCYLLECTBMAETCHA B Cryyae
OKOHYaHMS Cpoka [OencTBUS aTTectata COOTBETCTBMS WM MOBbIWEHUS  Kracca
3aLMLLEHHOCTN MHGAOPMALMOHHOM cuctemsl. Npn yBenuyeHnn coctaea yrpo3 6e3onacHocTu
MHOPMaLUN NNN N3MEHEHUS MPOEKTHbIX PeLleHUI, peanm3oBaHHbIX NpU CO34aHUU CUCTEMDI
3aWunTbl  MHPOPMauMM  MHAPOPMALMOHHON  CUCTEMbl, NPOBOAATCHA  LOMOSHUTENbHbIE
aTTeCTauNoHHbIE UCMbITAHNA B paMKax AeNCTBYIOLLEro aTTecTata COOTBETCTBUS.

17.5. BBoa B gencrene MHOOPMAaLMOHHON CUCTEMbI OCYLLIECTBNSIETCA B COOTBETCTBUMU
C 3akoHopartenbcTBOM Poccuinickon degepaumm 06 wuHdopmauun, MHEGPOPMALMOHHBIX
TexHonorusx n o 3awmte nHpopmaumm n ¢ ydetom FOCT 34.601 n npu Hanuumm aTTecTaTa
COOTBETCTBUA.

Ob6ecneyeHune 3awmTbl MH(hOpMaLUM B Xoae 3KCNyaTaumMm atTTeCToOBaHHOMN
MHpOPMaLMOHHON CUCTEMBI

18. Ob6ecneyeHne 3awmTbl WMHpOPMaUMM B XOAe IKChfyaTaumm aTtTeCTOBaHHON
WH(POPMALMOHHON  CUCTEMbI  OCYLLECTBMSIeTCS  OonepaTtopoM B COOTBETCTBUM  C
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3KCNNyaTaunoHHOW OOKyMEHTauuen Ha cuctemy 3awuTbl MHopMaumm 1 opraHnM3aunoHHO-
pacnopaguTenbHbIMU AOKYMEeHTaMM No 3awimte nHdopMaumm 1 B TOM YUCHe BKIOYaeT:

ynpaBsneHue (agMuHUCTpUpOBaHMKe) cucTtemomn 3amnThl MHdopmaLmm
MHGOPMaLVOHHOW CUCTEMDI;

BbISIBNIEHNE UHUNOEHTOB 1 pearMpoBaHne Ha HUX;

ynpaBreHne KoHdurypauuen artTecTtoBaHHOM WHMOPMALMOHHOM CUCTEMbI U ee
CUCTEMBI 3aLUMThbl HChOpMaLUW;

KOHTPOSIb (MOHUTOPUHI) 3a oObBecrnevYeHneM YpPOBHS 3alUMLLEHHOCTU MHGOPMaLMK,
cogepxatlencsa B UHPOPMaLNOHHOW CUCTEME.

18.1. B xoge ynpaBneHusa (agMUHUCTPUPOBAHMS) CUCTEMOWN 3almTbl MHOPMaLK
NHPOPMAaLMOHHOWN CUCTEMbI OCYLLIECTBMSAOTCA:

3aBefeHne W ydaneHne yveTHbIX 3anucer  nonb3oBaTtenen, ynpasneHue
NMOMIHOMOYNSAMW Monb3oBaTenem MHPOPMALMOHHON CUCTEMbI W NOAAEP)XaHMe npaBun
pasrpaHuyeHus Joctyna B UHPOPMaLMOHHOM CUCTEME;

ynpaeneHue cpeactsamun 3awmnTbl MHpopMaumm B MHPOPMALMOHHOW cucteme, B TOM
yucrne napamMeTpaMu HacTPOMKWM MNpPOrpaMMHOro obecrnedeHus, BKNOYas nporpaMmMmHoe
obecneyeHne cpeacts  3awuTbl  MHGOPMauuMW, ynpaBrieHWe  y4yeTHbIMW  3anucsMu
nonb3oBaTesien, BOCCTaHOBMEHNe paboToCcnocoBHOCTM CpeacTB 3alimTbl MHAOPMaLMK,
reHepaumio, CMEHY U BOCCTaHOBIEHNE Naposien;

yCcTaHOBKa OOHOBMNEHWA MporpaMMHOro obecneyeHus, BKMKYad MporpaMmMHoe
obGecneyeHne  cpeacts  3awmMTbl  MHOpMauuKW,  BbiNyCKaeMblX  pa3paboTynkamm
(npousBoguTensamMmn) cpeacTB 3aWwunTbl MHGPOPMaLMK UK MO UX NOPYYEHUIO;

LEeHTpann3oBaHHOE YrpaBrieHWe CUCTEMOWN 3alumTbl MHOPMALMKM MHOPMALMOHHON
cucteMsbl (Npu HeobxoaMmMocCTH);

permctpauus n aHanms cobbITun B MHPOPMALMOHHON CUCTEME, CBSI3aHHbIX C 3aLMTOM
nHdopMauum (ganee - cobbiTus 6e3onacHOCT);

WHOpMUPOBaHME rMonb3oBaTenen o6 yrposax ©GesonacHoOCTM WHGopMauuu, o
npaBunax aKkcnnyatauum cCUCTEMbl 3alimTbl MHOPMaUMM MHEPOPMALMOHHOM CUCTEMbI U
OTAENbHbIX CPEACTB 3aWwmnTbl MHOpMaUMn, a Takke Ux obyveHue;

COnpoBOXaeHne PYHKUNOHNPOBAHWS cUcTeEMBI 3aWmnThbl NHopmaLmm
WH(POPMALMOHHON CUCTEMbI B XO4e €ee JKChnyatauuw, BKIKYas  KOPPEKTUPOBKY
3KCNNyaTauuoHHOW  JOKYMEHTauMmM Ha Hee U OpraHnsauMOHHO-pacnopsaauTeribHbIX
AOKYMEHTOB MO 3aluTe nHpopmauuu;

18.2. B xoae BbISABNIEHNA UHUNOEHTOB U pearnpoBaHns Ha HUX OCYLLIECTBNAKTCS:

onpegeneHne nuvu, OTBETCTBEHHbIX 3a BbISIBIEHWE WHUMAEHTOB W pearmpoBaHue Ha
HUX;

oBHapyxeHne 1 ngeHTUnKaums NHUNOEHTOB, B TOM YMCre OTKa3oB B 0OCnyXnBaHuu,
cboeB (nepesarpy3ok) B paboTe TEXHUYECKMX CPeAcTB, MNPOrpaMMHOro obecnevyeHnsa u
CPeACTB  3aWuTbl  WHGOPMALMKM, HapyleHWA nNpaBuil  pasrpaHUYeHuMs  [ocTyna,
HenpaBoOMEpPHbIX  OencTBMA NOo  cbopy  uHopmaumn, BHEAPEHUN  BPELOHOCHbIX
KOMMbIOTEPHbIX MporpaMmm (BMPYCOB) M WHbIX COOLITUM, MNPUMBOOSALLUMX K BO3HUKHOBEHWIO
WHUNOEHTOB;

CBOEBPEMEHHOE MHPOPMUPOBAHME NUL, OTBETCTBEHHbIX 3@ BbISIBIIEHWE NHUNOEHTOB U
pearMpoBaHMe Ha HWUX, O BO3HUKHOBEHUM WHUMAEHTOB B MHGOPMAUMOHHOM CUCTEME
nonb3oBaTensaMm 1 agMUHUCTPaTOPaMu;

aHanu3 MHUMAEHTOB, B TOM YMcne onpeaeneHne NCTOYHUKOB Y MPUYUH BO3HUKHOBEHUS
WHUNOEHTOB, a Takke oLeHKa UX NocneacTBum;

NNaHMPoOBaHME W MNPUHATME Mep MO YCTPaAHEHWD WHUMOAEHTOB, B TOM 4ucrne Mo
BOCCTAHOBMEHNIO WHGOPMALMOHHOM CUCTEMbI M €e CerMeHToB B Clydae oOTkasa B
obcnyxmBaHum unu  nocne cboeB, yYCTpaHEHUIO MOCNEACTBUN HapyLEeHUs MpaBun



pasrpaHnyYeHns 0ocTyna, HenpaBOMEPHbIX AENCTBUA MO cOopy MHOopMaunn, BHEOPEHWUS
BPEAOHOCHbIX KOMMbIOTEPHbIX MporpaMMm (BUPYCOB) W WHbIX COOLITUA, NPUBOOALLMX K
BO3HWUKHOBEHWIO UHLMOEHTOB;

nnaHMpoBaHME U NPUHATME Mep MO NpPedoTBpaLLEHU0 MOBTOPHOIO BO3HUKHOBEHMS
WHUMOEHTOB.

18.3. B xope ynpasneHus kKoHdurypaumem aTTteCToBaHHOWM WHAOPMAaLMOHHON
CUCTEMbBI N €e CUCTEMbI 3aLMTbl MHOPMaLMK OCYLLECTBNAOTCS:

nogaepXaHve KoHgurypaumm MHPOPMALMOHHOM CUCTEMbI U €e CUCTEMbl 3alluuThbl
MHopMauuKn (CTPYKTYpbl CUCTEMbI 3alnTbl UHGOPMaUUM UHAPOPMALMOHHOW CUCTEMBbI,
cocTaBa, MeCT YCTaHOBKM W MapamMeTpoB HACTPOMKM CpeacTs 3awuTbl MHGOpMauumu,
nporpamMmmMHoro obecrnevyeHnss U TEXHUYECKMX CPeacTB) B COOTBETCTBUM C IKCMNIyaTaLMOHHON
AOKyMEHTaUMen Ha cuctemMy 3awmTbl MHopMaunn (noaaepxaHne 6a3oBon KOHurypaumm
MHPOPMALNOHHOM CUCTEMBI N €€ CUCTEeMbI 3aLMTbl MHOPMaLnn);

onpegerieHne nuy, KOTOPbIM paspelleHbl AeACTBUS MO BHECEHUI W3MEHEeHUN B
6a30Byt0 KOHpUrypaumo MHPOPMaLNOHHOM CUCTEMBI U €€ CUCTEMbI 3aLlnTbl MHpopmaumu;

ynpaBneHne naMmeHeHmsiMm 6a3oBon koHdurypaumm MHOpMaLUMOHHON CUCTEMBI N ee
CUCTEMbI 3alMTbl MHOPMaLUUK, B TOM Yucne onpeneneHne TUNOB BO3MOXHbIX M3MEHEHUN
6a3oBoi koHGUrypauum MHEPOPMaLMOHHON CUCTEMbI U €€ CUCTEMbI 3alunTbl MHGOPMaUUW,
CaHKUMOHUPOBaHNE BHECEHUS U3MeHeHu B 0as0BYyl0 KOHUrypauuio nHGOpMaLMOHHOM
CUCTEMbI U ee CUCTEMbI 3allUnTbl MHGOPMaLMK, AOKYMEHTUPOBaHME AEUCTBUA NO BHECEHWUIO
n3MeHeHnn B 6a30BY0 KOHUrypaumo MHPOPMaALMOHHON CUCTEMbI U €e CUCTEMbl 3aliuThbl
WHOpMaUUK,  CoXpaHeHne  faHHbiX 006  M3MeHeHusx  6asoBon  KOHGUrypauum
WHPOPMALNOHHOM CUCTEMbI U €e CUCTEMbI 3alnTbl MHOPMAaLMK, KOHTPONb OEWCTBUN MO
BHECEHMIO M3MEHEHUI B Ba30BYy0 KOHUrypaumo MHHOOPMaLMOHHON CUCTEMbI U €€ CUCTEMDI
3awmTbl MHopMaumu;

aHanuM3 noTEeHUManbHOro BO3AENCTBMS MNMaHMPyeMbIX W3MeHeHMn B 6HasoBown
KOH(Urypaumm WMHPOPMALNOHHOM CUCTEMBbI U €€ CUCTEMbl 3aWuTbl WHGOPMaUUM Ha
obecneyeHne 3awmTbl MHpOpMaUUKN, BO3HUKHOBEHWE AOMNOMHUTENBHBLIX Yrpo3 6e3onacHoCTH
MHdopMauumn 1 paboTocnocobHOCTb MHGPOPMALMOHHOM CUCTEMBI,

onpegerneHve napameTpoB HACTPOMKM MporpaMMHOro obecneyeHus, BKNOYas
nporpaMmmHoe obecnevyeHne cpeacTB 3awuTbl WMHGOPMaUMKM, CoCTaBa M KOHQUrypauuu
TEXHUYECKUX CPeacTB M MporpamMmHoro obecnevyeHuss 4O BHECEHUS uU3MeHeHun B 6a3oByto
KOH(pUrypaumo nHPOpPMaLNOHHOM CUCTEMBI N ee CUCTEMbI 3aLUMTbl MHbopMaLUmK;

BHeceHne WHdopMauun (gaHHbIX) 06 M3MeHeHusax B 6asoBoW KOHUrypaumm
WHPOPMALNOHHOM CUCTEMBI U €€ CUCTEMbI 3alnTbl MHpOpMauMm B 3IKCNyaTauuoHHYH
AOKYMEHTaLMI0 Ha CUCTEMY 3aLUmTbl MHGOPMaLUU MHPOPMALMOHHON CUCTEMBI;

NPUHATUE peLlleHns Nno pesynbTaTaM ynpasfieHust KoHdurypauuen O MOBTOPHOM
aTTecTaumm NHpOpPMaLMOHHOM CUCTEMBI nnu nposefeHnm AOMNONHUTENBbHbIX
aTTeCTaUNOHHbIX UCTbITAHUNA.

18.4. B xoge koHTpons (MOHMTOpMHra) 3a obecneyeHMeM YPOBHS 3aLUULLEHHOCTMU
MHdopMauuK, cogepxallencs B MUHPOPMaLNOHHON CUCTEME, OCYLLIECTBASIOTCS:

KOHTpONb 3a cobbITusMM  ©e3onacHOCTM U OEeNCTBUAMM  Mofb3oBaTenen B
WHGOPMAaLNOHHOW CUCTEME;

KOHTPOITb (aHanus) 3aLMLLEHHOCTH NHopMaLuuu, cogepxatlencs B
WHGOPMAaLNOHHOW CUCTEME;

aHann3 M oueHKa  (PYHKUMOHMPOBaHWUS  CUCTEMbl  3aWuTbl  MHOpMaunn
MHOPMALNOHHOM CUCTEMBI, BKMOYAA BbISIBiEHME, aHanuM3 U ycTpaHeHwe HegoCTaTKoB B
PYHKLUMOHUPOBAHUN CUCTEMBI 3aLLNTLI MHPOPMaLNN NHPOPMALNOHHOW CUCTEMBI;

nepuoanyecknn  aHanna U3MeHeHust yrpo3 Ges3onacHOCTM  UHGopMauuu B
MHOPMALNOHHOM CcUCTEME, BO3HMKAKOLWMX B XO4e ee 3JKcrnyaTauum, u MnpuHAaTve mep



3aWnTbl MHOPMaLMK B Crnydae BO3HUKHOBEHMS HOBbIX Yrpo3 6e3onacHOCTN nHpopmauuu;

OOKYMEHTUpoBaHWe npoueayp W pesynbTatoB  KOHTpons  (MOHUTOpWHra) 3a
obecneyeHnem ypoBHSA 3aLUMLLEHHOCTM MHAOPMaLMK, codepKallenca B MHGOOPMaLUMOHHON
cUCTEeME;

NPUHATME peLlleHna no pesynbTaTaM KOHTPOns (MOHUTOpMHra) 3a obecnedeHnem
YPOBHS 3alUMLLEHHOCTM MHOopMaumm o fgopaboTke (MoAepHu3aumMmM) CUCTEMbI 3alUUTbI
MHoOpMaUUM  UHAPOPMALMOHHOM CUCTEMbI, MOBTOPHOM aTTecTauun UHPOPMALNOHHON
CUCTEMbI UNN NPOBEAEHUM AOMOMHUTENBHbIX aTTECTALUNOHHbBIX UCNbITAHUN.

O6ecneyeHune 3aWmnTbl MHPOPMaUUM NpuU BbiBOAE U3 IKCNyaTaLMu aTTeCTOBaHHOMN
MHOPMALMOHHOW CUCTEMbI MU NOCTIe NPUHATUA peLlleHns 06 OKOHYaHMKU 0O0pPabdOTKKU
MHcpopmauum

19. Ob6ecneyeHve 3awmnTbl WHOpMauMm nNpu  BbIBOAE W3  dKCOnyaTauum
aTTeCTOBaHHON WH(OPMALNOHHOM CUCTEMbI U MNOCe MPUHATUA pelleHns 06 OKOHYaHuu
obpaboTkn  MHGOpMauMM  OCYLLEeCTBNSEeTCA  onepatopoM B COOTBETCTBMM  C
3KCnsyatauyMoHHOM OOKYMEHTauMen Ha cuctemMy 3awuTbl MHGopmaumMm MHGOpMaLMOHHON
CUCTEMbI N OpraHN3aunoHHO-pacnopsANTENbHbIMU JOKYMEHTaMu Mo 3awmte nHdopmMaumm um
B TOM YuUCre BKNOYaeT:

apxuBMpoOBaHME NHGopMaLmn, cogepxallencs B MHPoOpMaLMOHHON CUCTEME;

YHUYTOXEHUe (CTMpaHve) fdaHHbIX W OCTaTOMHOM MHGOpMauuM C  MaLIMHHBIX
HocuTenen nHgopmauum n (Mnn) YHNYTOXKEHNE MaLLMHHBIX HOCUTENEN MHGOPMaL K.

19.1. ApxuBupoBaHue WHdOpMauuKn, cogepxawenca B MHPOPMAUNOHHOW CUCTEME,
AOJIMKHO OCYLLECTBMAATLCA NPU HEOBXOAMMOCTU AanbHEeNLWero NCnonb3oBaHna Hopmauumn B
AeaTeribHOCTM onepartopa.

19.2. YHUYTOXEHME (CTUpaAHWME) OaHHbIX M OCTATOYMHOW WHAOPMaUUN C MaLLUMHHbBIX
HocuUTenen WHoOpMauun npou3BoauMTCAa MNpu  HeobxoaAMMOCTM nepefayn  MalUHHOro
HoCcUTEna WHgopmauun ApyroMy norb3oBaTtento  WHMPOPMAUMOHHOW CUCTEMbI UMW B
CTOPOHHME OpraHu3auuMmM Ans pemMoHTa, TEXHUYECKOro OOCMyXuBaHUS WU AanbHenwero
YHUUTOXEHUS.

Mpn BbIBO4E M3 3KcnyaTauuu MalUMHHBIX HOCUTENen WHGOpMauuKn, Ha KOTOPbIX
OCYLLECTBNANUCbL XpaHeHue u obpaboTka wHopmauun, ocyllecTBnaeTca guandeckoe
YHUYTOXEHUE 3TUX MALUMHHBIX HOCUTENen nHopmaLumn.

lll. TpeboBaHMA K Mepam 3awnTbl MHPOPpMaLUn, cogepxawencsa B MUHOOPMaLMOHHON
cucteme

20. OpraHn3aunoHHbIE N TEXHUYECKME MEPbI 3alunTbl MHOpMaLuK, peanmsyemMbie B
MHGOPMAaLMOHHON CUCTEME B paMKax ee CUCTEMbI 3aLlLnTbl UHOPMaLUK, B 3aBUCUMOCTU OT
yrpo3 ©6e3onacHocTn uHMOPMaUUN, WCNOMb3YyEMbIX WH(OPMALMOHHBLIX TEXHOMOTMNMA 1
CTPYKTYPHO-PYHKUMOHASbHBIX ~ XapakTepUCTUK  MH(POPMALMOHHON  CUCTEMbI  OOSDKHbI
obecneuymBaThb:

nOeHTUMKaLnMIO N ayTEHTUMMKaLUUNIO CyOHEKTOB JOCTYyNa U 06 bEKTOB JOCTYNa;

ynpaBneHne 4oCTyrnom cybbeKkToB AOCTyna K obbekTam gocTyna;

orpaHuyeHne NporpamMmmMHoONn cpeasbl;

3aLlUMNTYy MaLUMHHbBIX HOCUTENEN NHGOPMaLINK;

permcTpauunto cobbiTnum 6e3onacHoOCTy;

aHTUBUPYCHYIO 3aLUNTY;



obHapyxeHue (NpeaoTBpaLleHne) BTOPXKEHWUN;

KOHTPOSb (aHanu3) sawuLeHHOCTN NHopMauuu;

LEenoCTHOCTb MH(POPMALIMOHHOWN CUCTEMbI U MHGPOPMaLIW;

AOCTYNHOCTb MHpopMauuu;

3awmTy cpeabl BUpTyanusauuu,

3aLlUTy TEXHUYECKUX CPEACTB;

3aWmTy UHPOPMALMOHHOM CUCTEMBI, €e CPeacTB, CUCTEM CBA3U U rnepedadn JaHHbIX.

CocTtaB Mep 3awmTbl MHpopMaumnm n ux 6asoBble HabOPbI AN COOTBETCTBYIOLLMNX
KNnaccoB 3alUMLLEHHOCTU WHAOPMALMOHHBIX CUCTEM MpuBefeHbl B npunoxeHum N 2 K
HacToswmm TpeboBaHUAM.

20.1. Mepbl N0 naeHTUMKaLMM N ayTeHTMdUKaUnMn cybbeKTOB A0CTyna N 06BHEKTOB
AocTtyna gomkHbl obecneymBaTb npucBoeHne cybbektaMm 1 obbekTaM AoCTyna yHUKasrbHOro
npusHaka (ngeHTudgukatopa), cpaBHeHME NpeabaBNAemMoro cybbektoMm (06bEKTOM) AocTyna
noeHTUguKkaTtopa C nepevyHeM MPUCBOEHHbLIX WAEHTUMKATOPOB, a TakkKe MpOBepKy
NpUHaaNexXHocTn cybbekTy (0O6bekTy) AOoCTyna NpeabsBlEeHHOr0 MM  uaeHTudukaTopa
(noaTBeEpXKAEHME NOANMHHOCTHN).

20.2. Mepbl No ynpasBfieHMO AOOCTYNOM CYOBLEKTOB AocCTyna K obbektaMm [ocTtyna
OOIMKHbI  obecneynBaTb ynpaBneHve npaBamMn U nNpuBuneraMum cybbekToB [OCTyna,
pasrpaHuyeHue goctyna cybbekToB AocTyna K obbekTaM ocTyrna Ha OCHOBE COBOKYMHOCTU
YCTaAHOBMEHHbIX B MH(OPMALMOHHOMW CUCTEME MpaBwuIl pasrpaHuYeHus OOCTyna, a Takke
obecne4vnBaTb KOHTPOMb COBMOAEHUSA STUX NpPaBuUI.

20.3. Mepbl N0 OrpaHMYEHNI0 NPOrPaMMHON cpeabl OOMKHbI obecneymBaTb YCTAHOBKY
n (MnNun) 3anyck TONbKO pPaspeLlleHHOro K MCMNosib30BaHUK B WMHAOPMALMOHHOM cucteme
NporpaMMHoOro obecneyeHns WNn UCKYaTb BO3MOXHOCTb YCTAHOBKM M (UnM) 3anycka
3anpeLLeHHOro K NCnosib30BaHUI0 B MHOPMAaLMOHHOM CUCTEME NPorpaMMHOro obecrneyeHus.

20.4. Mepbl N0 3aWMTEe MaLUMHHbLIX HOCUTENENW UHdopMauumn (cpencrea obpaboTku
(XpaHeHus) HopMaUUK, CbeMHbIE MaLUMHHbBIE HOCUTENW MHAOPMaLMK) OOSMKHbI UCKNoYaTb
BO3MOXHOCTb HECaHKLUWMOHUPOBAHHOIO AOCTYyNa K MalUMHHbIM HOCUTENSAM U XpaHsLenca Ha
HUX WHOPMaUUK, a TakkKe HeCaHKLMOHMPOBaHHOE WCMOSfb30BaHWE CbEMHbIX MaLUMHHbIX
HocUTEenen NHopmaumu.

20.5. Mepbl no peructpauumn cobbiTMii GesonacHOCTM OOMKHbLI obecneynBaTb cbop,
3anncb, XpaHeHne n 3awmTy nHdopmauum o cobbiTnsax 6esonacHOCTU B MHEOPMALMOHHOM
cucTeMe, a Takke BO3MOXHOCTb MPOCMOTpa U aHanu3a MHgopMaumMmM O Takux COObITUAX U
pearnpoBaHne Ha HUX.

20.6. Mepbl NO aHTMBUPYCHOW 3alimMTe [OOSMKHbI obecnevmBatTb OOHapyXeHue B
WHPOPMALMOHHOM CUCTEME  KOMMbIOTEPHbIX MNporpaMm NMbo MHOWM  KOMMbHOTEPHON
MHopMauuK, NpegHasHa4YeHHON AS151 HECaHKUMOHNPOBAHHOIO YHUYTOXEHUS, 61I0KMpOBaHUS,
Mogudukaumm, KONMpPoBaHUA KOMMbIOTEPHOM WHGOPMaUMU UK HeuTpanumsauum cpencts
3aWmTbl MHOpMaUMKW, a Takke pearMpoBaHme Ha OOHapyXeHue 3TUX nporpaMmm U
MHdopMaLuun.

20.7. Mepbl No obHapyXeHuUto (MpeaoTBpaLleHNI0) BTOPXKEHUN OOMKHbI obecrneynBaTb
obHapyxeHne OencTBuin B MHPOPMALIMOHHON CUCTEME, HaNpPaBIEHHbLIX Ha NpeAHaMEPEHHbIN
HECaHKUMOHUPOBAHHbIN ~ AOCTYN K  uMHdOpMauuu, cneuuanbHble  BO3OEWCTBUA  Ha
MHPOPMALMNOHHYIO cUCTEMY U (MNK) MHAOPMaLMIO B Lensax ee O0ObIBaHWUS, YHUUTOXEHMS,
NUCKaXXeHna 1 OBnokMpoBaHMs OOCTyna K MHopMauuu, a Takke pearMpoBaHuMe Ha 3Tu
AEencTBuUS.

20.8. Mepbl NO KOHTPOMO (aHanuay) 3aWuLEeHHOCTM WH(OPMaUMN  OOSMKHbI
obecneynBaTtb KOHTPOSb YPOBHS  3aLUMLLEHHOCTM WHOpMauuK, codepxawencs B
MHOPMALMNOHHOM CUCTEME, NyTEM MPOBEAEHUS MEPONPUATUA MO aHanuay 3almLieHHOCTU
MHOPMALNOHHOM CUCTEMBI U TECTUPOBAHUIO €€ CUCTEMbI 3aLUMTbl MHPOpMaLUN.



20.9. Mepbl no obecneyeHuo LENOCTHOCTU WH(OPMALNOHHON CUCTEMbBI U
WHpopMmauun OOMKHbI obecnednBaTb OOHapyxeHue ((PakToB HeCaHKUWMOHWPOBAHHOMO
HapyLeHUs LefIOCTHOCTU MHAPOPMALNOHHOM CUCTEMbI U coepKaLlenca B Herl nHdopmMauuu,
a TakKe BO3MOXHOCTb BOCCTAHOBIIEHNA NMHPOPMALIMOHHOM CUCTEMbI U cogepXallencs B Heu
MHdopMauuK.

20.10. Mepbl no obecneyeHuto OOCTYNHOCTM WMHOPMaUUK A0MKHbI obecrneymBaTb
aBTOPM30BaHHbLIN  OOCTYN MoOfb3oBaTenen, WMewWwux npaBa MO TakoMy AOCTyny, K
WHdopmMauuun, cogepxawencs B UHPOPMAUMOHHOWM CUCTEME, B LUTATHOM pexunme
PYHKUMOHNPOBAHUSA UHAPOPMALNOHHOW CUCTEMBI.

20.11. Mepbl no 3awmTe cpedbl  BUpPTyanus3auMm  OOSDKHblI  UCKNKOYaTb
HECaHKUMOHMPOBAaHHbIN  JOCTYN K WHdopmauun, obpabaTbiBaemMon B  BUPTYyanbHOM
MHAPACTPYKTYPE, U K KOMMOHEHTaAM BUPTYasribHON MHAPACTPYKTYpPbI, @ Takke BO34eNCTBNE Ha
WHOPMAUUIO WU KOMMOHEHTbl, B TOM 4UCMe K cpeacrtBaMm ynpasBneHus BUpTyarbHOMU
NHPPACTPYKTYPON, MOHUTOPY BUPTYyarnbHbIX MalUMH (rMNepBu3opy), CUCTEME XPaHEHUS
AaHHbIX (BKMOYaa CUCTEMY XpaHeHust obpa3oB BUPTYyanbHOW WHGPACTPYKTYpbl), CeTu
nepefayn [gaHHbIX 4Yepe3 3feMeHTbl BUPTyanbHOW WNU (uamyeckon WHAPACTPYKTYpPbI,
roOCTeBbIM OMEPaUMOHHbBIM CUCTEMAaM, BUPTYyasibHbIM MallMHam (KOHTenHepam), cucteme u
ceTu pennvkauuu, TepMUHanbHbIM W BUPTyanbHbIM YCTPOMCTBaAM, a TakKkKe cucteme
pe3epBHOro KONUPOBaHUSA U CO34aBaeMbIM €10 KOMUSIM.

20.12. Mepbl nNo 3awmTe  TEXHUWYECKUX CPeAcCTB  AOSDKHbl  UCKNKYaTb
HeCaHKLUMOHNPOBAHHbIN aoctyn K CTaunoHapHbIM TEXHUYECKUM cpeacrteam,
obpabaTbiBaoWnmM  MHGOpPMauuio, cpeacteam, obecneuynBaroWwnM  PYHKLUNMOHUPOBaHWE
MHOPMaUNOHHOM cucTeMbl (ganee - cpeacTBa obecrneyeHUss PYHKUMOHMPOBAHUSA), U B
NMOMELLEHNSA, B KOTOPbIX OHW MOCTOSIHHO PAaCMOSIOKEHbI, 3aLUTYy TEXHUYECKMX CpeacTB OT
BHELHMX BO3OENCTBUW, a Takke 3awuTty WHopMauuu, npeactaBfneHHONn B Buae
MHGOPMATUBHbBIX ANEKTPUYECKNX CUTHANOB U (PU3NYECKMNX MONEN.

20.13. Mepbl no 3awmute UHGPOPMALNOHHON CUCTEMbI, €ee CPeacTB, CUCTEM CBA3N U
nepegayv LaHHbIX JOIMKHbI obecnedmBaTtb 3awWuUTy WHGOpMauuM MNpyu B3aUMOLENCTBUM
MHPOPMALNOHHOM CUCTEMbBI UNN €€ OTAENbHbIX CErMEHTOB C WMHbIMU MH(OPMaLMOHHBIMU
cMctemMamm M MHPOPMALMOHHO-TENEKOMMYHUKAUNOHHBIMW ~ CETSMU  NOCPEenCTBOM
NPUMEHEHNSA apXUTEKTYPbl MH(POPMALIMOHHON CUCTEMbI, MPOEKTHBLIX PELLUEHU NO ee cucTeme
3aWnTbl MHOPMaLMK, HanpaBrieHHbIX Ha obecneveHne 3aWwmnTbl MHPOPMaLUN.

21. Bbolbop mMep 3awntbl MHpOpMauMM ONa UX peanu3aumm B MH(OpPMaLMOHHON
CUCTEME B paMKax ee CUCTEMbI 3aLUTbl MHPOPMaLIUN BKITHOYAET:

onpegeneHve 6asoBoro Habopa Mep 3awuTbl MHGOPMaUMM AN YCTaHOBMEHHOro
Knacca 3awuLeHHOCTN NHPOPMALMOHHON CUCTEMbI B COOTBETCTBUM C Ba30BbIMU Habopamm
Mep 3aLnTbl MHpopMaumn, NnpusegeHHbIMU B npusioxeHun N 2 K HacTosawmm TpeboBaHUAM;

agantauuio 6asoBoro Habopa wMep 3awuTbl MHOPMAUUW  MPUMEHUTENBHO K
CTPYKTYPHO-PYHKLUMOHASTbHBIM XapakTepuctmkam MHOPMaLIMOHHON CUCTEMB,
MHAPOPMALMNOHHBLIM  TEXHOSOMMAM, OCODOEHHOCTAM  (OYHKUMOHUPOBAHUSA WHAOPMAaLNOHHON
cucTeMbI (B TOM Yucne npegycmaTpuBaroLLyo UckntoveHne n3 6asosoro Habopa mep 3awmThbl
MHpopMauun mMep, HenocpeacTBEHHO CBA3AHHbLIX C MHOPMALMOHHLIMU TEXHOMOMMSAMU, He
nUcnonb3yeMmbiMn B UHAOPMAUMOHHOM CUCTEME, WU CTPYKTYPHO-GYHKLMOHANbHLIMU
XapakTepucTMkamm, He CBOMCTBEHHbIMU MHPOPMALMOHHON cucTeme);

yTOYHEHWE afanTUpOBaHHOrO 6as3oBOro Habopa mep 3alnTbl UHPOPMaUUKN C Y4ETOM
He BblGpaHHbIX paHee Mep 3awWmuTbl MHGOPMaUuUW, nNpuBedeHHbIX B npurnoxeHun N 2 K
HacTosWwmm TpeboBaHuAM, B pedyrnbTate Yero onpenensoTcs Mepbl 3almnTbl UHGOpMauuu,
obecneunBatome 6noknpoBaHme (HenTpanusauno) Bcex yrpos 6e3onacHoCTU nHopMaLumu,
BKIMIOYEHHbIX B MOAeSb yrpo3 6e3onacHOCTU MHGopMaLmm;

AOMNOSIHEHNE YTOYHEHHOro adanTUpOBaHHOrO 6as3oBoro Habopa Mep 3awwuTbl



WHpopmauun  mMepamu, obecneymBalOWMMK  BbINONHEHME TpeboBaHWM O  3awuTe
WHopMauuK, YCTaHOBMEHHLIMU WMHbIMW HOPMAaTUBHLIMW MPaBOBbIMW akTamMn B obnactu
3aWwnTbl MHOpMaumn, B TOM Ymcne B 06nacTu 3almTbl NePCOoHarnbHbIX AAaHHbIX.

Ona Bbibopa Mep 3awuTbl UWHOpMauuM [N COOTBETCTBYHOLEro Knacca
3aLMNLLEHHOCTN MHAOPMALMOHHON CUCTEMbI MPUMEHSIIOTCS MeToaUuYecKkue LOOKYMEHThI,
paspabotaHHble K yTBepxAeHHble PCTIK Poccunm B COOTBETCTBMM C NOANYHKTOM 4
nyHkTa 8 MonoxeHua o ®enepansHon cnyxbe No TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSHO,
yTBepxaeHHoro Ykasom lNpesnaeHta Poccunckon ®epepaunm ot 16 asrycta 2004 r. N 1085.

22. B uvHdOpmMaUMOHHOM CcUCTEME COOTBETCTBYIOLIEro Kracca 3alluleHHOCTU B
pamMKax ee CUCTEMbl 3aluTbl MHOPMaUMU OOSDKHbI ObiTb peann3oBaHbl Mepbl 3alUThbl
nHpopmauun, BblGpaHHblE B COOTBETCTBUM C MNYHKTOM 21 HacToAwmx TpeboBaHun u
obecneunBatoLmne 6GrokMpoBaHmne (HeMTpanuaawmo) Bcex yrpo3 6esonacHocTu nHdopmaumu.

Mpn 3TOM B MHOPMALMOHHON CUCTEME OOIMKEH ObiTb, KaK MUHUMYM, peanv3oBaH
aganTupoBaHHbIi  6a3oBbii  HAabop Mep 3aWmTbl  MHOPMaUWMKW, COOTBETCTBYHOLLMI
YCTaHOBJIEHHOMY Kraccy 3almueHHOCTU MHPOPMaLMOHHON CUCTEMBbI.

23. lpn HEBO3MOXHOCTW peanusauuMm B MHMOPMALMOHHOM CUCTEME B pamMKax ee
CUCTEMbI 3alWnTbl MHGAOPMaUMM OTAENbHbIX BbIOPaHHbIX Mep 3aWuTbl MHOPMALMM Ha
aTanax afjantaumm 6asoBoro Habopa Mep 3aWMTbl WHOPMAUUN UMM YTOYHEHUSA
aganTupoBaHHoro 6asoBoro Habopa Mep 3awuTbl MHGOpPMauMM MoryT paspabaTbiBaTbCs
WHble (KOMMEHCUpPYOLWME) Mepbl 3awuTbl MHGOpMaumM, obecneymBaromMe afekBaTHOE
OnoknpoBaHue (HenTpanuaaumo) yrpo3 6es3onacHoCcT MHpopmaunn.

B aTtom cnyyae B xoae pa3paboTkm cuctemMbl 3awmnTbl MHpopmaumm nHOOpMaLMOHHON
CUCTEMbI [OMKHO ObiTb NpoBeaeHO 06O0CHOBAHWE MNPUMEHEHUS KOMMEHCUPYIOLWNX Mep
3aWwunTbl MHopMauun, a nNpu aTTeCTauUoHHbIX WMCNbITAHUSX OUEHeHa OOCTaTOYHOCTb U
a[eKBaTHOCTb AaHHbIX KOMMEHCUMpPYOLWMX Mep Ans GnokupoBaHus (HenmTpanusauuun) yrpos
6e3onacHoCcTM nHopmaumn.

24. Mepbl 3aWmTbl MHOPMaLUK BbIOMPAKOTCA U peannsyrTca B MH(OPMaLMOHHON
CUCTEME B paMKax ee CUCTEMbl 3aliMTbl MHGOPMaUMM C y4yeToM yrpo3 6GesonacHoCTU
WHpopMaUUN NPUMEHUTENBHO KO BCEM obbekTam M cybbekTam [OCTyna Ha annapaTHOM,
CUCTEMHOM, MPUKIAZHOM U CETEBOM YPOBHSAX, B TOM 4uCfe B Cpede BupTyanusauum u
06nayHbIX BbIYUCIEHWA.

25. BbibpaHHble M peanu3oBaHHble B MHMOPMALMOHHOW CUCTEME B pamKax ee
CUCTEMBI 3aLLMTbl MHPOPMAaLMKN MepbI 3alLnTbl MHOPMAaLMK OOMKHbI 06ecneymBaThb:

B MH(MOPMaLMOHHbLIX cuctemax 1 knacca 3awWuueHHOCTU - HeuTpanusauumio
(6bnokupoBaHue) yrpo3 6e3onacHOCTU MHGOPMaLUUK, CBA3aHHbIX C AENCTBUSMWN HapyLLUUTENS C
BbICOKMM MOTEHLMANom;

B WHQOPMAUMOHHbLIX CcUCTeMax 2 Knacca 3awWMueHHOCTU - HeuTpanuMsaumto
(6nokupoBaHue) yrpo3 6e3onacHoCTU MHGOPMaLMK, CBA3AHHbBIX C AENCTBUSIMU HAPYLUNTENS C
NOTEHLUMarnom He HWXe CpeaHero;

B MHOPMALMOHHBIX cucTemMax 3 M 4 KnaccoB 3alUULLEHHOCTU - HenTpanusauuto
(6bnokupoBaHue) yrpo3 6e3onacHOCTU MHGOPMaLUUK, CBA3aHHbIX C AENCTBUSMWN HapyLLUUTENS C
HU3KMM NOTEHLManomMm.

MoTeHunan HapywmTensa onpegenseTcs B XOAE€ OUEHKM ero BO3MOXHOCTEWN,
npoBOAMMON nNpwu onpegeneHun yrpo3 6e30nacHOCTM WMHopmauum B COOTBETCTBUM C
nyHKTOoM 14.3 HacTtosawmx TpeboBaHui.

OnepaTtopomM MOXeET ObiTb NPUHATO pelleHMe O NPUMEHEHUN B MHEOPMAaLMOHHOM
CUCTEME COOTBETCTBYIOLLErO Kracca 3awMueHHOCTM Mep  3awuTbl  MHpopmaumn,
obecneunBaromMx 3awmMTty OT yrpo3 GesonacHOCTM  MHGOPMaUuUW, peannsyemblixX
HapyLmTenem ¢ 6bonee BbICOKMM NOTEHLMANIOM.

26. TexHunyeckne Mepbl 3aWmUTbl  UHOPMAUUKM  peanuayoTcs  NOCpencTBOM
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NPUMEHEHNA CPeAcTB  3aWuTbl  MHOPMALMKM, UMELWUX Heobxoanmble  OYHKLMM
©esonacHocTn.

B atom cny4yae B uHOpMaUMOHHBIX cuctemax 1 u 2 knacca 3almLLEeHHOCTU
NPUMEHSATCSA:

CcpeacTBa BblYUCINTESNTbHON TEXHUKU HE HWKe 5 Knacca;

cucTeMbl OBHapyXeHUs BTOPXXEHUA U CPeacTBa aHTMBUPYCHOW 3aluTbl HE Huxke 4
Knacca;

MeXXceTeBble 9KpaHbl He HMXe 3 Kracca B crniyyae B3auMoaencTBna MHpopmMmaLMoOHHOM
cucteMbl € MHAPOPMALMOHHO-TENIEKOMMYHUKAUMOHHBIMKM ~ CETAMM  MeXAyHapOo4HOro
MHOPMaLMOHHOIO OOMeHa M He HMXKe 4 Knacca B criydae OTCYTCTBUSA B3aMMOAEWNCTBUS
WHPOPMALUNOHHOM  CUCTEMBI  C  UHAOPMALMOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMM
MeXAyHapoaHOro MHPOPMaLUMOHHOro 0bMeHa.

B nHdopmauunoHHbIX cuctemax 3 knacca 3awueHHOCTU NPUMEHSIIOTCS:

CpeAcTBa BbIYUCIIUTENBHOW TEXHUKM HE HMXe 5 Knacca;

CUCTEMbI OOHapyXeHust BTOPXKEHUA MU CpeacTBa aHTMBMPYCHOW 3aluTbl HE Huke 4
Knacca B cCriydae B3auMMOOENCTBUS WHAPOPMALMOHHOM CUCTEMbI C  MH(OPMaLMOHHO-
TeNeKOMMYHUKaLMOHHBIMW CETMU MeXAYHapOLHOro MHPOPMaLMOHHOIO OOMEHa U He HUXe
5 knacca B cnyyae OTCYTCTBMS B3aUMOOEWUCTBUS WUHAPOPMALMOHHOM CUCTEMbI C
MHOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMU  MeXAYHapOOHOro WHGOpPMaLMOHHOro
oOMeHa;

MeXceTeBble 3KpaHbl He HWKe 3 Kracca B crlydae B3aumogencTBna MHopMauMoHHOM
CUCTEMbI  C  MHAPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMX  CETAMU  MEXAYHapOAHOro
WHOPMaAUNOHHOIO OOMeHa M He HMXKe 4 Knacca B criydae OTCYTCTBUSA B3aMMOAENCTBUS
WH(POPMAUUNOHHON  cUCTEMbI C  MH(POPMALMOHHO-TENEKOMMYHUKAUMOHHBIMU  CETAMM
MeXayHapoaHoro nHgopmaLmMoHHOro obmeHa.

B MHpopmMaLMOHHbIX cucteMmax 4 knacca 3awyiueHHOCTN NPUMEHSIOTCS:

CcpencTBa BblYUCINTESNTbLHON TEXHUKM HE HWXKe 5 Knacca;

cucTeMbl OBHapyXeHUs1 BTOPXXEHUA U CPeacTBa aHTMBUPYCHOW 3alMTbl HE HWXEe 5
Knacca;

MeXCeTeBble aKpaHbl He HUXe 4 knacca.

B nHdpopMaumOoHHbIX cucTtemax 1 1 2 KnaccoB 3alMLLEHHOCTU NMPUMEHSAIOTCA cpeacTBa
3aWnTbl UHpOpMauuK, NporpammMHoe obecnevyeHne KOTOPbIX NPOLLSIO NPOBEPKY HE HMXKE YeMm
Nno 4 ypOBHIO KOHTPONS OTCYTCTBUS HeAEKNapupOBaHHbIX BO3MOXHOCTEN.

27. B cnyyae o6bpaboTkun B MHGOPMALMOHHON CUCTEME MHAOPMaUUK, CoaepXKallen
nepcoHanbHble AaHHble, peanu3dyemMble B COOTBETCTBUMM C MyHKTamu 21 1M 22 HacToAWMX
TpeboBaHuii Mepbl 3aWnTbl UHOPMaLMK:

Anst HopmaumnmoHHoOM cuctembl 1 knacca 3awmueHHocTn obecneymsaoT 1, 2, 3 n 4
YPOBHM 3aLUNLLEHHOCTN NEePCOHanbHbIX AaHHbIX (1);

Ans nHopMauMOHHON cucTeMbl 2 Kracca 3almweHHocTn obecneumBatoT 2, 3 u 4
YPOBHU 3aLUMNLLEHHOCTN NEePCOHanNbHbIX AAaHHbIX™;

Ans MHAOPMAaLUMOHHOM cucTeMbl 3 Knacca 3awuueHHocTn obecneumBawoT 3 n 4
YPOBHU 3aLUMNLLIEHHOCTWN NEPCOHaNbHbIX AaHHbIX®;

ANs UHPOPMAaLUMOHHOM CUCTEMBI 4 Knacca 3alumleHHocTn, obecneynsatloT 4 ypoBeHb
3aLUULLEHHOCTIN NEPCOHanNbHbIX AAHHbIX®.

28. lMpn ucnonb3oBaHUN B MH(OPMALUMOHHBIX CUCTEMAX HOBbIX MH(OPMAaLMOHHBIX
TEXHOMOIMM1 U BbISIBNEHNN JONOSTHUTENbHbBIX Yrpo3 6e30nacHOCTM MHOopMaummn, 4nsa KoTopbix
He onpefeneHbl Mepbl 3awmTbl MHGPOPMaLMK, A0SMKHbI paspabaTbiBaTbCA KOMMNEHCUpYOLMe
Mepbl B COOTBETCTBMM C MYHKTOM 23 HacTtoswmx TpeboBaHui.




(1) YcraHaBnuBaeTcs B COOTBETCTBUM C TpebGoBaHMAMM K 3aliuTe MepCoHarnbHbIX
AaHHbIX Npu mnx obpaboTke B WMHMPOPMAUMOHHBIX CUCTEMAxX MEPCOHANbHbIX OaHHbIX,
yTBEPXAEHHBIMM nocTaHoBneHuem [pasutenbctBa Poccuiickon depepauum ot 1 HoAGpSA
2012 r. N 11109.

MpunoxeHne N 1

K TpeboBaHusIM 0 3awmTe HopmMaLuumu,

He COCTaBnsAOLWEN rocyaapCTBEHHYHO TalHYy,
coaepxallencs B rocyfapCcTBeHHbIX
MHMOPMaLNOHHbIX CUCTEMaXxX

OnpepeneHue Knacca 3awmiieHHOCTU MH(POPMALMOHHOW CUCTEMDI

1. Knacc sawmuieHHocTn MHpopmaumoHHon cuctembl (nepBbi knacc (K1), BTopon
knacc (K2), tpetun knacc (K3), yetBepTbin knacc (K4)) onpegenserca B 3aBUCMMOCTU OT
YPOBHA 3HauYMmMocTn uHdpopmaummn (Y3), obpabaTbiBaemMon B 3TON MHGOPMALMOHHOM
cucteme, M Macwrtaba WHPOPMAUUOHHOM cUCTeMbl (bedeparnbHbI, perMoHanbHbIN,
00BbEKTOBbLIN).

Knacc 3awmeHHocTu (K) = [ypoBeHb 3HA4YMMOCTU MHpopMaumn; maclutab cuctemsl].

2. YpOBEHb 3HA4YMMOCTU MHpOpMaLMN onpeaensieTcs CTeneHbd BO3MOXHOIO yulepba
ana  obnagatens  wWHgopmauumn  (3akasumka) M (MnM) onepaTopa  OT  HapyLleHus
KOH(MAEeHUManbHOCTU (HenpaBOMEPHbIE OOCTYM, KONUPOBaHWe, MNpedoCTaBfeHne unu
pacnpocTpaHeHune), LenoCcTHOCTU (HenpaBOMEpPHbIE YHUYTOXEHME UM moavduumpoBaHne)
U1 AOCTYMNHOCTK (HenpaBoMepHoe 6rokMpoBaHMe) MHOpPMaLMK.

Y3 = [(KoHunaeHUManbLHOCTb, CTENEHD yuepba) (LeNOCTHOCTb, CTeneHb yuiepba)
(oocTtynHoCTb, cTeneHb yuepba)],

roe creneHb BO3MOXHOro yulepba onpegensietca obnagatenem  uHpopmaumm
(3akasumkomM) n (MnnM) onepaTtopomM CaMOCTOATENTbHO 3KCMEPTHbIM UMW MHBIMW MEeTOAamMu U
MOXeT ObITb:

BbICOKOW, €Ccnu B pe3ynbTaTe HapylweHus OAHOro wun3 CcBOWCTB ©e3onacHocTu
NHdopMaLuum (koHMOeHUnanbLHoOCTH, LLeNnoCTHOCTH, AOCTYMHOCTK) BO3MOXHbl
CYLLECTBEHHbIE HEraTMBHbIE MOCMEACTBUSA B COLMAIbHOW, MOUTUYECKON, MEXAYHAPOAHOWN,
9KOHOMMYECKON, (PMHAHCOBOW UIM MHbIX 06NacTax gesaTenbHOCTN n (Mnn) MHopMaLMOHHas
cuctema u (unu) onepatop (obnagatens MHpopmaummn) He MOryT BbIMNOMNHATL BO3MNOXEHHbLIE
Ha HUX (PYHKLNWK;

cpegHen, ecnu B pes3ynbTaTe HapylweHus OAHOro K3 CcBoOWCTB 6e3omnacHoCTU
nHpopmauun (KOHPUOAEHUMANBLHOCTUN, LEeNOCTHOCTN, OOCTYMHOCTU) BO3MOXHbl YMEPEHHbIE
HeraTMBHble MOCNEeACTBUSA B COLMANbHOW, MOIMTUYECKON, MEeXOYyHapOaHON, SKOHOMUYECKON,
bUHAHCOBOW MMM UHbIX 0bnacTax AeaTenbHOCTU U (Mnn) MHpopMaLNOHHasa cuctema n (Mnn)
onepartop (obnagatene MHOPMALMM) HE MOTYT BbINOSHATL XOTS Obl OAHY M3 BO3MOXEHHbIX
Ha HUX YHKUMN;

HU3KOW, ecnn B pe3ynbTaTe HapylweHUss OAHOro W3 CBOWCTB ©Ge3onacHoCTU
NHdopMaLum (koHMOeHUnanbLHoOCTH, LLeNnoCTHOCTH, AOCTYMHOCTK) BO3MOXHbl
He3Ha4YUTENbHbIE HEraTMBHbLIE NMOCNEACTBMS B COLMANbHOM, NONIMTUYECKON, MEXAYHAPO4HOMN,
9KOHOMWYECKON, PUHAHCOBOW MM MHbIX 06MacTsxX AesATeNnbHOCTM U (Mnn) MHpOpMaLNOHHas
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cuctema u (unun) onepatop (obnagartenb MHopmauumn) MoryT BbIMOMHATL BO3MOXEHHbIE Ha
HUX OYHKUMM C HeOoCTaTOYHOM 3PMEKTUBHOCTBIO UMKN BbIMOSIHEHNE (OYHKLMA BO3MOXHO
TONbKO C NpUBNEeYeHneM AoMNoSTHUTENbHbIX CU N CPeacTB.

NHpopmaumsa nMmeeT BbICOKMI ypoBEHb 3Ha4umMmocTu (Y3 1), ecnn xoTs Gbl 4ns ogHoro
13 ceBoncTB 6e3onacHOCTM nHopMaunn (KOHpMAEHUNANbHOCTN, LENOCTHOCTU, JOCTYMHOCTH)
onpeaeneHa BbiCokasa cTeneHb yuwepba. MIHpopmaunsa nmeeTt cpeaHnin ypoBeHb 3Ha4YMMOCTU
(Y8 2), ecnim xota Obl gns ogHOro K3 CBOMCTB 6e30macHOCTM  MHAopMauun
(koHMOEeHUNanNbLHOCTK, LEeNOCTHOCTU, OCTYNHOCTN) onpefeneHa cpefHasa creneHb yulepba
MW HET HM OAHOro CBOWCTBA, AN KOTOPOro oOnpedeneHa BbiCOKas cTeneHb yuiepba.
MHopmaums mMmeeT HU3KMA ypoBeHb 3Haymmoctn (Y3 3), ecnn ans Bcex CBOWCTB
GesonacHocTM  MHopMaumm  (KOHPUOEHUNANbLHOCTN,  LENOCTHOCTW,  LOCTYMNHOCTH)
onpeerneHbl HU3KMe cTenenu yulepba.

NHdopmaumst uMmeeT MMHMManbHbIN ypoBeHb 3Ha4YMMocTu (Y3 4), ecnu obnagatenem
MHopMauuKn (3akasvumkom) U (Mnun) onepaTopomMm cTeneHb yuwepba OT HapylLleHUsi CBOWCTB
6esonacHoCcTM nHopMaumn (KOHUAEHUNANbLHOCTK, LLENOCTHOCTIN, OOCTYMHOCTN) HE MOXET
ObITb onpegeneHa, HO NpW 3TOM MHGOPMAaLUMS NOANEXUT 3aluTe B COOTBETCTBUM C
3akoHogaTtenbcTBoM Poccuickon ®egepaunn.

Mpn obpaboTke B MHGOPMALMOHHOW cuUcTemMe OBYX U ©Gonee BMAOB WMHGOPMaLUK
(cnyxebHasi TaWHa, HanoroBasi TaHa W WHble YCTAHOBIIEHHbIE 3aKOHOAATESNLCTBOM
Poccunckon ®egepaummn Bugbl MHpOpMaLMmM OrpaHUYEHHOro 4OCTyna) YpOBEHb 3HAYMMOCTU
nHpopmauumn (Y3) onpegensatca oTaenbHO ANA Kaxgoro Buga wvHgopmaumn. ATorosbin
YPOBEHb 3HAYMMOCTM WHGOpMauun, obpabaTbiBaemMor B WHPOPMALNOHHOM CUCTEME,
yCTaHaBnMBaeTCs NO HaMBbICLLUMM 3HAYEHUSIM CTENEHN BO3MOXHOrO yuepba, onpeaeneHHbIM
ANa  KOH(MAEHUManbHOCTN, LIEeNOCTHOCTN, LOCTYMHOCTU MHAOPMaLMM  Kaxgoro Buaa
MHdOpMauuK.

3. WHdopmaumoHHaa cuctema umeeT degepanbHbin  MacwTtab, ecnu  oHa
yHKUMOHUPYET Ha Tepputopun Poccunckon depepauumn (B npegenax denepanbHOro
okpyra) M umeeT cerMeHTbl B cybbektax Poccuinckon Pegepaumn, MyHULMNANBHbIX
obpa3oBaHWsX U (UN1) opraHn3aumnsix.

MHdopmaumoHHaa cuctema UMMeEeT  pernoHanbHbi  MacwTab, ecnu  oHa
YHKUMOHUPYET Ha Tepputopum cybbekta Poccuinckon depepaumm M MMeeT CEerMeHTbl B
OLHOM MIN HECKOSbKNX MyHMLMNanbHbIX 06pa3oBaHMax U (Mnv) NoABEAOMCTBEHHbIX U UHbIX
opraHusaumsax.

MHpopmaumoHHasa cuctema nmeeTt 06beKTOBLIM MacluTad, ecnn oHa YHKUMOHUPYET
Ha oObekTax opfHoro dedeparnbHOro opraHa rocygapCTBEHHOW — BnacTu, opraHa
rocygapcTtBeHHOM Briactn cybbekTa Poccuinckon degepaumm, MyHMumMnansHoro obpasosaHuns
n (unuM) opraHMs3auMnM U He UMeeT CEerMeHTOB B TeppuTopuarbHbIX —OpraHax,
npeacraBuTenbCcTBax, hunuanax, NogBe4OMCTBEHHbIX U UHBIX OPraHn3aunsx.

4. Knacc 3almieHHOCTM NHPOPMaLMOHHON CUCTEMBbI ONpeaensieTca B COOTBETCTBUM
c Tabnuuen:

YpoBeHb 3HAYMMOCTH MacwTab nHpopmMaumnoHHON cucTemMbl
nHpopmauunm depnepanbHbin PernoHanbHbIN O61bekToBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3
Y34 K3 K3 K4

MpunoxeHune N 2
K TpeboBaHusIM O 3awmTe MHhopmMauumu,
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He COCTaBnsoLWeN rocyfapCTBEHHYIO TalHY,
coaepallencs B rocygapCTBeHHbIX
WH(POPMaLIMOHHbIX CUCTEMaX

CocTaB

Mep 3awunTbl UHPopMaLuum U nx 6aszoBble HAOOpPbLI A COOTBETCTBYHOLEro Knacca
3aWmLeHHOCTU MHhopMaLMOHHON CUCTEMBI

YcnoBHoe
ob6o3HayeH
e un
HOoMmep
Mepbl

Mepsb! 3aWmnTbl UHOPMaLUUK B
MH(OPMALMNOHHBIX cucTemMax

Knacchbl 3awmieHHoCcTH
MHAOPMAaLIMOHHON CUCTEMBI

4 3 2 1

I. UaeHTudukaums n ayteHTudunkaumsa cybbekToB goctyna n obvekto goctyna (MAD)

NAD.1

NoeHTndpukauma " ayTeHTupmkauus
nonb3oBaTenen, sBnswWMXcs  paboTHMKamMK
onepartopa

+ + + +

NAD.2

NoeHTndpukauma n ayteHTudmkaums yCTPOUCTB,
B TOM 4ucre CcTauMoHapHbIX, MOOWMBHBIX W
NopTaTUBHbIX

NAD.3

YnpasneHne wngeHtTudgukatopamn, B TOM 4ucne
cosgaHve, npuceoeHue, YHUYTOXEHNE
naeHTUPMKaTOpOB

NAD .4

YnpaBneHne cpeactBamMn ayTeHTUdukaumm, B
TOM 4YMCre XpaHeHue, Bblgadva, nHuLuManm3aums,
GnokupoBaHne CpeacTB ayTeHTudMKauum U
NnPUHATME Mep B cnyvae yTpaTtbl W (Unwn)
KOMNpomeTauun cpefcTB ayTeHTMduKaLnm

NAD.5

3awuTa obpaTtHom CBA3N npu BBOJE
ayTeHTUUKaLUNOHHOM MHGopMaLmm

NAD.6

NoeHTndpukauma " ayTeHTudunKauus
nonb3oBaTenen, He sABNAWMXCA paboTHUKaMn
oneparopa (BHELHNX Nonb3oBaTenen)

NAD.7

NoeHTudukaums mn ayteHTudukaums obbektoB
drannosou CUCTEMBI, 3anyckaemblx n
ncnomnHsemMmblx  Moaynen, oO6GbEeKToB CUCTEM
ynpaBneHns  6aszamuM  OaHHbIX, OOBLEKTOB,
co3gaBaeMbiX MNpPUKNagHbiM U cneynanbHbIM
nporpaMmHbIM obecnedyeHnemM, MHbIX OOBLEKTOB
goctyna

. YnpaBneHune gOoCTynomMm cybbeKkToB AoCTyna K 06be

ktam goctyna (YI[)

VN1

YnpaBneHnue (3aBegeHue, aKTnBaums,
OnoKMpoBaHME U YHUYTOXEHUE)  YYETHbIMUI
3anucsaMyM  nonb3oBatenen, B TOM  4ucne
BHELLHMX NoJsib3oBaTeriemn

+ + + +

yna.2

Peanusauus HeobxoanMbIX MEeTOo10B
(ONCKPELMOHHBIN, MaHOaTHbLIN, pPONeBON UK
WHOM  MeTon), TunoB  (YTEHME,  3anuchb,
BbIMO/IHEHWE UAM  WMHOWM  TUN) W NpaBun




pasrpaHM4yeHnss gocTyna

yna.3

YnpasneHne (uvnbTpauus, MapLupyTusaums,
KOHTPOSIb  COeAWHEeHUW, OAHOHanpaBflieHHas
nepegadya W UHble Crnocobbl  ynpaBreHust)
MHOPMALNOHHBLIMU NoTOKaMu mMexay
yCTponcTBamMn, cermMeHtamm WHGPOPMaLNOHHOMN
CUCTEMbBI, @ Takke Mexay WHE(OPMaLMOHHbIMU
cucTtemMamu

yrno.4

Paspnenenue NONMHOMOYUN (ponen),
agMUHUCTpaToOpoB M nud, obecneymBaroLLnX
PYHKUMOHNPOBAHNE MHOPMALNOHHON CUCTEMBI

yna.s

HasHayeHne MMHMManbHO HeO6XOAMMBbIX NMpaB U
npuBunervi nonb3oBaTensaMm, agMUHUCTpaTopam
" nuuam, obecnevnsaroLmm
JOYHKUMOHMPpOBaHNE MHPOOPMaLVMOHHON CUCTEMDI

yrnpa.e

OrpaHuyeHne HeycnewHbIX MOMbITOK Bxoda B
WH(POPMALMOHHYD  cucTeMy  (Boctyna K
MHOPMALNOHHOM CUCTEME)

yna.7

MpeagynpexaeHne nonb3oBaTens Npu ero Bxoae
B WH(OPMALMOHHYIO CUCTEMY O TOM, 4YTO B
MHGOPMaLMOHHON cUcTeMe peann3oBaHbl Mepbl
3awmTbl MHoOpMauMm, M O HeobxoguMMoCTu
cobnogeHna MM YCTaHOBIEHHbIX OnepaTopoMm
npasusi 06paboTkn MHopMauunm

yra.8

OnoBelleHne nonb3oBaTensi Nocre YcneLwHoro
BXxo4a B WH(OPMALMOHHYIO CUCTEMY O €ro
npeabloywem Bxode B MHAOPMaUWOHHYO
cuctemy

yna.9

OrpaHuyeHne uyucna napannenbHbIX CeaHCOoB
Aoctyna  Ons  Kaxgonm — ydeTHOW  3anucu
nonb3oBatens NHPOPMaLMOHHON CUCTEMBI

yna.10

BrnokupoBaHue ceaHca gocTyna B
NH(POPMAaLNOHHYIO cucTemy nocne
YCTaHOBJIIEHHOIo BpeMeHu Oesgencreus

(HeakTMBHOCTK) nonb3oBaTenss WNM MNO  €ero
3anpocy

yna.11

PaspelweHue (3anperT) AEeNCcTBUN
nonb3oBaTenemn, paspeLLeHHbIX no
naeHTUdMKaUnmM n ayTeHTUgMKaLmnm

yna.12

Mopnepxka n COXpaHeHue aTpubyToB
6es3onacHocTu (meToK 6e3onacHocTK),
CBSI3aHHbIX C MHdOpMaumen B npouecce ee
XpaHeHusi 1 06paboTkn

yrna.13

Peannsauus 3almLeHHoro yOareHHoro
poctyna cybbektoB goctyna K obbektam
Joctyna 4epe3 BHeWwHuMEe WHAPOPMaALNOHHO-
TeNeKOMMYHUKaLMOHHbIE CEeTU

yna.14

PernameHTauma M KOHTPOSMb WCMNOSIb30BaHUSA B
MHopMaLMOHHON cucrteme TEXHOJIOTNI




| 6ecnpoBogHoro goctyna

Yra.1s PernameHTauma m KOHTPOSib WUCMNOSIb30BaHUA B + +
MHdOPMaLNOHHOM cucteme MOBUIbHBIX
TEXHUYECKUX CPeacTB

YMNA.16 | YnpasneHue B3aUMOAENCTBMEM C + +

WH(POPMAUUNOHHBIMX  CUCTEMAMU  CTOPOHHUX
opraHusaumn  (BHewHuWe  MH(OPMaLNOHHbIE
CUCTEMDI)

YMNAO.17 | ObecneyeHne [OOBEPEHHON 3arpy3km Ccpeacrts
BblYNCIIUTENBHON TEXHUKN

[ll. OrpaHnyeHmne nporpammHon cpeabl (ONC)

oric.1 YnpasneHue 3anyckom (obpaLLeHuamn)
KOMMOHEHTOB MporpaMMHOro obecneyeHus, B
TOM  4ucne  onpegeneHve  3anyckaemblX
KOMMOHEHTOB, HACTpoWka napamMeTpoB 3arycka
KOMMOHEHTOB, KOHTPOIb 3a 3arnyckom
KOMMOHEHTOB NporpaMMHoro obecneyeHus

orc.z YnpasneHue yCTaHOBKOW (MHCTannAuuen)
KOMMOHEHTOB nporpammMHoro obecneyeHus, B
TOM  4ucne  onpegerieHne  KOMIMOHEHTOB,
noanexawiux yCTaHOBKe, HacTponka
napameTpoB YCTaHOBKW KOMMOHEHTOB, KOHTPOIb
3a YCTaHOBKOW KOMMOHEHTOB MNPOrpaMMHOro
obecnevyeHunst

oric.3 YcTaHoBKa (MHCTAnNnAuus) TONbKO + +
paspeLLeHHOro K MCNonb30BaHUIO NPOrpaMMHOro
obecnevyeHnsa n (Mnun) ero KOMNOHEHTOB

oric.4 YnpasneHne BpeMeHHbIMUM dannamu, B TOM
yucrne 3anpeT, paspelleHne, nepeHanpasneHve
3anvcu, yaganeHme BpeMeHHbIX hannos

IV. 3awmra MawmnHHbIX HocuTenen nigpopmaunmn (3HN)

3H.1 YyeT MaLlUMHHbIX HocuTenen nHdopmaumnm + +
3HWN.2 YnpaeneHne AOCTYNoOM K MalMHHLIM HOCUTENAM + +
nHdopmMaumm

3HN.3 KoHTpomnb nepemMeLleHnsa MalnHHbIX HOcUTenen
nHdopMauum 3a npegenbl  KOHTPONMpyemMomn

30HbI
3HN .4 NcknioyeHue BO3MOXHOCTU
HeCaHKLUMOHNPOBAHHOTO 03HaKoMNeHud o}

cogepxaHnem wuHopMauum, XpaHawencs Ha
MaLUMHHbIX HOCUTENSAX, U (UNKU) UCNOMb30BaHMUS
HocuTEnen MHGOpMaLnK B NHbIX
MHOPMaLMOHHBIX CUCTEMAaXx

3HWN.5 KoHTponb ucnonb3oBaHna MHTepgencos BBOOA
(BbIBOO4A) MHOPMALMKN HA MaLUMHHbLIE HOCUTENN
MHdopMauunu

3HW.6 KoHTponb BBOAa (BbiBO4a) WHdOpMauumn Ha
MaLUNHHbIE HOCUTENW MHOpMaLmn

3HW.7 | KOHTpOnb MOAKMIOYEHNS MaLUMHHBIX HOCUTenell




MHopMaumnn

3HN.8 YHUYTOXEHNE (CTUpaHue) uHdopmaumMm Ha + +
MaLUMHHBIX HOCUTENAX MpU UX nepegade mexay
nonb3oBaTeENsAMN, B CTOPOHHME OpraHu3auun
ANd  peMOHTa WnM  yTunmMsaumm, a Takke
KOHTPOJIb YHUMTOXEHUS (CTUPAHUS)

V. Pernctpaumsa cobbitnn 6esonacHoctn (PCB)

PCB.1 Onpepgenexne cobbiTnin ©es3onacHocTy, + +
nognexawmx permctpauum, W  CPOKOB  UX
XpaHeHMs

PCB.2 Onpepenexune cocTaBa " coaepxaHusi + +

nHdopmauum o  cobbiTuAx  GesonacHocTy,
noanexawmx permcrpaumm

PCB.3 Cbop, 3anuMcb W XxpaHeHwe wnHGOpPMauMm o + +
cobbITNAX B6esonacHocTK B TeyYeHun
YyCTaHOBMEHHOIO BPEMEHWN XpPaHEeHUs

PCB.4 PearnpoBaHne Ha cbou npu pernctpaumm + +

cobblTin  GesonacHocTM, B  TOM  4ucne
annapaTtHble U nporpaMmMmHble owwundku, cbon B
MexaHu3Max cbopa nHdopmauun n AOCTUKEHNe
npegena unu nepenosiHeHnss obbema (EMKOCTH)
namsaTm

PCB.5 MoHUTOPUHI (NPOCMOTP, aHanua) pesynbTaToB + +
perncrtpauum cobbITHI ©e3onacHocTn n
pearmpoBaHue Ha HUX

PCB.6 [eHepupoBaHME BpPEMEHHbLIX METOK W  (unu) + +
CMHXPOHM3aLUMs  CUCTEMHONO  BPEMEHW B
MHOPMALMOHHON CUCTEME

PCB. 7 3awumTa MHdopMaLmn o CcoObITUAX + +
©e3onacHocTH
PCB. 8 Ob6ecneyeHne BO3MOXHOCTM MpocMmoTpa U

aHanusa nHgopmaumm o0 OEeNCTBUAX OTAESbHbIX
nonb3oBartesier B MHPOPMaLMOHHON CUCTEME

VI. AHTnBMpYycHas 3awmTa (AB3)

AB3.1 Peannsauus aHTMBUPYCHOW 3aLMThbl + +
AB3.2 OOHoBEHMEe 0a3sbl JaHHbIX NPU3HaKoB + +
BPEOOHOCHbIX KOMMNbIOTEPHbIX nporpaMmm

(BMpycoB)

VIl. O6HapyxeHne BTopxxeHun (COB)

COB.1 O6HapyXeHne BTOPXEHWI
COB.2 O6HoBneHne 6asbl peluaroLwmx Nnpasus

VIII. KoHTponb (aHanu3) sawmieHHocTn nHpopmaumm (AH3)
AH3.1 BbiaBneHue, aHanua YSA3BMMOCTEN +

MHCbOpMaLlMOHHOVI CUCTEeéMbl W onepaTnBHOE
yYCTpaHeHne BHOBb BbIABJIEHHbIX yFI3BI/IMOCTel7I

AH3.2 KoHTpornb YyCTaHOBKM obHoBNEHUN + +
nporpaMmmMHoro obecneyeHus, BKIoYas
obHoBneHune NporpaMmMHoOro obecneyeHuns
cpeacTB 3awmThl MHOPMaL UK




AH3.3 KoHTponb pabotocnocobHocTn, napameTpoB + +
HaCTPOMKM N NPaBUNbLHOCTN PYHKLWMOHNPOBAHUSA
nporpamMmmHoro obecneveHms 1 CpeacTB 3aLMThbl

nHdopmMauunm

AH3.4 KoHTponb cocTaBa  TEeXHWYECKUX  CPEACTB, + +
nporpamMmmHoro obecnevyeHuss 1 CpeacTB 3aLmThbI
NHopMaumnn

AH3.5 KoHTpornb npaBus reHepaumn U CMeHbl naponemn + +

nonb3oBartesied, 3aBedeHnsa U ydaneHus
YYETHbIX 3anucen nornb3oBaTenen, peanusaumm
npaBun pasrpaHUyYeHns JOCTYNoM, MOSTHOMOYUN
nosnb3oBaresnien B UHPOPMaLMOHHON CUCTEME

IX. O6ecneyeHne LLENOCTHOCTU MHGOPMALMOHHON cUcTeMbI U MHGopmauumn (OLJT)

ouJsi1 KoHTponb LenoCTHOCTHN nporpaMmmHoro +
obecneyeHus, BKItOYasd nporpamMmmHoe
obecneyeHne cpefCcTB 3aWnTbl MHGPOpMaUmm

oun.2 KoHTpornb LeNOCTHOCTHN MHdopMaLunu,
cogepatiencs B ©as3ax JaHHbIX
MHGOPMAaLMOHHOW CUCTEMDI

oun.3 ObecnevyeHne BO3MOXHOCTU BOCCTAHOBIIEHUSA + + +
NPOrpaMmMHOro obecneyeHus, BKIOYas

nporpaMMHoe obecrneyeHne cpeacTs 3alliUThbl
MHpopMaLMKN, MPU BO3HUKHOBEHUWM HELUTATHbIX

cuTyauum
oun.4 O6HapyxeHne n pearmpoBaHue Ha NOCTynneHne +
B NHPOPMAaLMOHHYIO cuctemy

HesanpalwnmBaeMblX 3NEKTPOHHbIX COoOobLLEeHU
(MMcem, OOKYMEHTOB) U MHOM WHOpMauun, He

OTHOCALLMXCS K PYHKLUNOHNPOBAHWIO
MHPOPMALMOHHOM CUCTEMBI (3aLymMTa OT cnamMa)
ous.s KoHTpornb cogepxaHus nHdopmMauuu,

nepegaBaemMon M3 MHMOPMaLMOHHOMW CUCTEMbI
(KOHTEMHEpPHbBIA, OCHOBaAHHbLIA Ha CBOMWCTBAX
obbekTa AocTyna, U KOHTEHTHbIW, OCHOBAaHHbLIV
Ha  noucke  3anpelieHHon K  nepegadye
WHpOpPMaUMM C  WUCNOSMb30OBaAHMEM CUrHaTyp,
MacoK W WHbIX MEeTodOB), M  UCKMYEHne
HenpaBOMEpPHOW nepefayn WHgopmMaumm u3
MHGOPMAaLMOHHOW CUCTEMDI

oun.e OrpaHnyeHne npaB nonb3oBaTtenen no BBOAY
NHGOPMaLUKM B MHPOPMALMOHHYO CUCTEMY

oun.7 KOHTpONb TOYHOCTW, NOSIHOTbI U MPaBUIBHOCTU
AaHHbIX, BBOAUMBIX B  WUHJOPMALMOHHYIO
cucTtemy

oun.s KoHTponb OLLIMBOYHBIX AencTeumn
nonb3oBaTenen no BBody W (unu) nepepaye
NHopMaLum n npeaynpexaeHue
nonb3oartenen 06 ownboYHbIX 4ENCTBUAX

X. ObecneyveHne goctynHoctu nHgpopmaumm (OAT)




oaT.1

WNcnonb3oBaHue OTKa30yCTONYMBBIX
TEXHUYECKMX CPEACTB

oAT.2

PesepBupoBaHue TEXHUYECKNX cpencTs,
NPOrpaMMHOro obecneyeHus, KaHanoB
nepegaym nHdopmMmaumm, cpencts obecneyeHus
PYHKLUMOHNPOBAHNA MHGOPMALMOHHON CUCTEMDI

oaT.3

KoHTpornb 6e30Tka3HOro  pyHKLUMOHMPOBAHMS
TEXHUYECKMX  cpeacTB,  obHapyxeHve
nokanusaumsi  OTKa3oB  (PYHKLMOHUPOBAHMS,
NMPUHSITUE Mep MO BOCCTAHOBIIEHMIO OTKa3aBLUMX
CPeACTB U UX TECTUPOBaHUE

oAT.4

Mepuvoanyeckoe  pesepBHOE KonMpoBaHue
MHpopMaLUMM  Ha  pe3epBHble  MalUMHHbIE
HOCUTENW MHOpMaLINK

OAT.5

Ob6ecneyeHne BO3MOXHOCTM BOCCTaHOBIEHUS
WHpopMauum ¢ pe3epBHbIX  MAaLUUHHbBIX
HocuTenen uHdopmMauumn (pe3epBHbIX KOMWU) B
TeyeHun YyCTaHOBIEHHOrO BPEMEHHOro
nHTEpBana

OoAT.6

Knactepusaunss MHGOPMaLNOHHON CUCTEMbI U
(unn) ee cermeHToB

oaT.7

KoHTponb COCTOSIHUSA n KayecTBa
npefocTaBneHnss  YNorHOMOYEHHbIM  JINLOM
BbIYUCITUTENbHBIX PECYpCcoB (MOLHOCTEN), B TOM
yucne no nepegaye nHdopmaunm

XI. 3awwmTa cpegpbl BupTyanusauum (3CB)

3CB.1

NoeHTudukaums n ayteHTudumkaumsa cybbekTtoB
Aoctyna n obbekToB AOCTyna B BUPTYyasrbHOW
NH(ppacTpyKType, B TOM yucne
aAMUHUCTPATOPOB  YyMnpaBfneHus cpeacTsamu
BMpTYanusauuu

=+

3CB.2

YnpaBneHne AOCTynoMm cybbektoB nocTyna K
obbekTam goctyna B BMPTYyaribHOM
MHPACTPYKType, B TOM  4uUCrnie  BHYTpWU
BMPTYasbHbIX MaLLWH

3CB.3

Pernctpauus coObITUI ©e3onacHocTU B
BUPTYasibHON MHAPACTPYKTYpe

3CB.4

YnpaesneHne (punbTtpauus, MapLipyTM3aums,
KOHTPOSIb  COEAWHEHUsl,  OAHOHanpaBfieHHas
nepegada) noTokamm uHGOpPMauUMM  Mexay
KOMMOHEHTaMN BUPTyaribHOW WHQPACTPYKTYPHbI,
a Takke No nNepumeTpy  BUPTyasibHOW

NHAPACTPYKTYPbI

3CB.5

[oBepeHHas 3arpyska cepBepoB
BMpTYyanusauum, BUPTYyanbHOM MaLUWHbI
(koHTenHepa), cepBepoB ynpaBneHus
BUpTYyanusauunen

3CB.6

YnpaeneHne nepemelleHneM  BUPTYyarbHbIX
MaWWH (KOHTenHepoB) M obpabaTbiBaeMblX Ha




HUX OaHHbIX

3CB.7

KoHTporb LeNOCTHOCTHN BUPTYyaribHOM
NHPPACTPYKTYpPbl U ee KoHdUrypauum

3CB.8

PesepsHoe KonupoBaHue AaHHbIX,
pe3epBupOBaHune TEXHUYECKNX cpencTs,
nporpamMmHoro  obecnevyeHuss  BUPTyaribHOW
MHPPACTPYKTYpbl, a TaKkKe KaHaroB CBA3N
BHYTPU BUPTYaIibHON MHAPACTPYKTYpPbI

3CB.9

Peanusauua wv ynpasneHne aHTUBUPYCHOM
3alMTON B BUPTYyasibHON MHAPACTPYKType

3CB.10

Pa3bveHne BupTyanbHOW MHGPACTPYKTYpPbl Ha
CerMeHTbl  (CerMeHTUpoBaHWe  BUPTyasbHOM
NHPaCTPYKTYpbl) aAna obpaboTkn MHdopMaLmnm
OoTAernbHbIM Mnonb3oBaTernieMm u (unu) rpynnow
nonb3oeareneun

XIl. Bawmrta TexHmnyeckmx cpeacts (3TC)

3TC.1

3awumTa MHdopMaLnn, obpabaTbiBaemom
TEXHUYECKMMU CpencTBaMu, OT ee YTeYKM Mo
TEXHUYECKUM KaHanam

3TC.2

OpraHusaums  KOHTPONMPYEMOM  30Hbl, B
npegenax KoTOpOW MOCTOSIHHO pasmellalTcs
CTauMoOHapHble TeXHU4eckmne cpencTsa,
obpabaTbiBatowmne uHdoOpmaumo, U cpencrea
3aWwmTbl  MHopMauun, a Takke cpeacrea
obecneyeHns PyHKLUMOHMPOBAHNS

3TC.3

KoHTponb 1 ynpaBneHne pusnyeckum 4ocTyrnom
K TEXHWYECKMM CpeacTBaMm, CpeacTBaMm 3aliuUTbl
MHdopMaLuu, cpencrteam obecneyeHus
PYHKUMOHUPOBAHUSA, a TakkKe B MNOMELLEHUS U
COOPYXXEHUSl, B KOTOPbIX OHW YCTaAHOBJIEHHI,
NCKIovatoLme HEeCaHKUMOHNPOBAHHbIN
dmamyeckn goctyn K cpeactesam obpaboTku
MHdopMauuK, cpeacTesam 3almnTbl MHopMauum
n cpeacteam obecneveHnsi PYHKLMOHUPOBaHUS
WHOPMALMOHHON CUCTEMBbI U MNOMELLUEHUS U
COOPYXXEHUS, B KOTOPbIX OHWN YCTAHOBIEHbI

3TC.4

PasmelleHne ycTponcTs BbiBoga (0TOOpaxeHus )
MHopMauuu, NCKNoYyatoLLee ee
HECaHKLMOHNPOBAHHbIA MPOCMOTP

3TC.5

3alwmTa OT BHELUHUX BO34ENCTBUIA (BO3OENCTBUM
oKpyXaroLien cpeasbl, HecTabunbHOCTK
3MIEKTPOCHAOXEHNS,  KOHOMUMOHMPOBAHUS W
WHbIX BHELUHNX (haKTOPOB)

XIll. 3awmTa nHPOpMaLNOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3N U Nepenayn AaHHbIX

(831C)
31C.1 PasgeneHne B WHPOPMALMOHHOM CUCTEME + +
dYHKUMI no ynpasneHuio
(aAMUHUCTPUPOBAHUIO) MHOPMaLNOHHON

CUCTEMOW, ynpaBreHuio (agMUHUCTPUPOBaHUIO)




CUCTEMOWN 3alunTbl MHPOpMaUMN, QYHKUUK NO
obpaboTke uWHGOpPMALUUM U UHbIX YHKLMI
MHPOPMALIMOHHOW CUCTEMbI

31C.2

MpenoTBpalleHne 3adepXKkU Mnn npepbiBaHUs
BbINOSTHEHMS npoueccoB c BbICOKUM
NMPUOPUTETOM CO CTOPOHbI MPOLIECCOB C HU3KUM
NPUOPUTETOM

31C.3

ObecneyeHne  3awWwmTbI WHopmMmauum ot
packpbiTvs, MoauduKauMnm W HaBA3bIBaHUSA
(BBOOA NOXHOM MHGOPMaLMK) Npu ee nepefaye
(nogroToBKE K nepegade) No KaHanam CBA3W,
MMEILLMM BbIXO 3a Npedenbl KOHTPoNMpyemomn
30Hbl, B TOM 4ucne 6ecnpoBOAHbIM KaHanam
CBSA3M

31C.4

Ob6ecneyeHne OOBEPEHHbIX KaHana, mapLipyTa
Mexgy agMUMHUCTpPaTopOM, Mosib3oBaTeneM W
cpeacTteaMu 3almTbl MHGoOpMauumn (PyHKUNAMM
6©e30nacHOCTM CpeacTB 3alnTbl MHOpMaLnn)

31C.5

3anper  HECaHKUMOHMPOBAHHOW  yAarneHHou
aKkTMBauuuM BuAeOKamep, MUKPOMOHOB M MHbIX
nepuepumnHbIX YCTPOMUCTB, KOTOpble MOryT
aKTMBUPOBATLCA yAaneHHo, W  onoBelleHue
nonb3oBartenien 06 akTMBaUMn Taknx yCTPOUCTB

31C.6

lMepenaya 1 KOHTPOSb LENOCTHOCTM aTpubyToB
6esonacHocTu (meToK BGesonacHocTK),
CBA3aHHbIX C WH(popMaunen, npu obmeHe
WHopMaUnen € UHbIMU  UMHGOOPMALMOHHBIMU
cucTtemamm

31C.7

KOHTpOJ'Ib CaHKLUMOHMPOBAHHOIO N WUCKITHO4YEeHne

HeCcaHKLNOHNPOBAHHOIO NCMonb30BaHUA
TEXHONOrMN MOOUNBHOIO Koda, B TOM uucne
perucTpauus cobbITUN, CBSA3aHHbIX C

NCMNONb30BaHNEM TEXHOMNOIMN MOOUITBHOIO KoAaa,
MX aHanuM3 U1 pearmpoBaHMEe Ha HapyLlleHus,
CBSI3aHHblE C WCMNONb30BaHUEM TEXHOJIOTUN
MOOUNbHOro Koaa

31C.8

KOHTpOJ'Ib CaHKLUMOHMPOBAHHOIO N WUCKITHO4YEeHne

HeCcaHKLNOHNPOBAHHOIO NCMonb30BaHUA
TEXHOMOrMM nepenavm peyd, B TOM 4ucne
perucTpauus cobbITUN, CBSA3aHHbIX C

NCNOMNb30BaHNEM TEXHOMOIMMMN nepenadn pedu,
MX aHalim3s un pearmposaHMe Ha HapyLwleHUd,
CBfiI3aHHble C WCMNOSIb30BAHMEM  TEXHOSMOIMM
nepegadun peym

31C.9

KoHTpOnb CaHKUMOHUPOBAHHOW W UCKIHOYEeHue

HeCaHKLMOHNPOBaHHOM nepegayu
BugeovHdopmaumm, B TOM 4ucrie perucrpauus
cobbITni, CBSA3aHHbIX c nepegaden

BVI,D,GOVIHC*)OpMaLl,I/II/I, X aHarnms n pearmposaHune
Ha HapylweHund, CBA3aHHble C nepep,aqelh




BNOEONHGOPMaLINK

31C.10

MoaTBepXaeHMe NPOUCXOXOEHUS  MCTOYHMKA
nHopMaLuKn,  norlyyaemoM B mpouecce
onpefeneHnst CeTeBbIX afpecoB MO CEeTEBbIM
MMEHaM Wnu onpeferneHns ceTeBbiX UMEH Mo
ceTeBbIM agpecam

31NC.11

ObecneyeHune NOANMMHHOCTU ceTeBbIX
coeauHeHun (ceaHCoB B3aMMOAEWNCTBUS), B TOM
yucne Ans  3awutbl OT MOAMEHbI CETEBbIX
YCTPOWCTB N CEPBUCOB

31C.12

WckntoyeHune BO3MOXXHOCTHU oTpuLUaHus
nonb3oBaTtenem cakta oTnpaBkM WHOpMaLMK
APYromy nonb30BaTesto

3nC.13

WcknoveHne BO3MOXHOCTU oTpuuaHng
none3oBaresniemM dakta nonyyeHus nHpopmauum
OT ApYyroro nosnb3oBarteng

31C.14

Mcnonb3oBaHMe  YCTPOWCTB  TEPMMUHASIbHOro
poctyna gnst 06paboTku nHdgopmaumm

31C.15

3awmta apxuBHbIX  ¢annoB, NapamMeTpoB
HaACTPOMKM CpeAcTB 3alunTbl MHoOpMauum wu
NpOorpaMmMHoOro obecneyeHns n UHbIX AaHHbIX, He
nognexatimx N3MEHEHNIO B npouecce
06paboTkn MHopmauum

31nC.16

BbisBneHne, aHanmM3 1 OnoknpoBaHwe B
WHOPMALMOHHON CUCTEME CKPbITbIX KaHarnos
nepegayu NHopMaLmnn B obxon
peanu3oBaHHbIX Mep 3awnTbl MHPOPMaLUN NNu
BHYTPW paspeLleHHbIX CeTEBbIX MPOTOKOSIOB

3nC.17

Pa3bveHne WHMPOPMALMOHHON CUCTEMbI Ha
CerMeHTbl (CermMmeHTMpoBaHMe MHGOPMaLVOHHOM
cucTemMbl) U obecneveHne 3awmuTbl NEPUMETPOB
CEerMeHToB MHOPMALNOHHON CUCTEMBI

31C.18

O6ecneyeHue 3arpysku n NCMNONHEHNSA
nporpammHoro obecnevyeHuss C  MalUMHHbIX
HocuTenen wHdgopMauumn, AOCTYMHbIX TOMbKO
AN YTEeHUS, N KOHTPONb LENOCTHOCTU OaHHOro
nporpaMmmHoro obecneveHuns

31nC.19

MN3onsumsa npoueccoB (BbiNOSIHEHWE MpoOrpamMm)
B BblAeNeHHon obnactn namMaTu

31C.20

3awumTa 6ecnpoBOAHbIX CcoeNHEHUN,
NpUMeHsIEMbIX B MIHGOOPMaLMOHHOM CUCTEME

31C.21

WcknoveHve aoctyna nonb3oBaTtesns K
nHpopmauum, BO3HUKWEN B  pesynbrarte
AencTBuMr npeablaywero nosib3oBaTens 4vepes
peecTpbl, OnepaTMBHYIO MNaMATb, BHeELUHUE
3anomMuHaloLmne ycTpomucTBa U UHble obuime ons
nonb3oBartenen  pecypcbl  MHPOPMALMOHHOM
CUCTEMBbI

3nC.22

3awmTta MHPOPMALMOHHOW CUCTEMBbI OT Yrpo3




6e3onacHOCTM MHGOPMALMK, HanNpaBreHHbIX Ha
oTkad B obcnyxmBaHunm  MHGOPMAaLMOHHOMN
CUCTEMBI

3nC.23 3awmta nepumeTpa (puamdeckux u - (Unwm) + +
Nnorn4yecknx rpaHul) MHPOpPMaLMOHHON CUCTEMBI
npwu ee B3aMMoOencTaenm c NHBIMN
MHOPMALNOHHBLIMMU cuctemamm n
NHPOPMaLNOHHO-TENEKOMMYHUKALMOHHBIMU
ceTsaMu

3nC.24 lMpekpalleHne ceTeBbIX COEAMHEHUM MO UX + +
3aBEpLEeHMM WM N0 WUCTEYEHUN 3adaHHOro
onepaTopom BPEMEHHOro WUHTepBana
HEeaKTUBHOCTWN CETEBOr0 COeJNHEeHNs

3NC.25 Mcnonb3oBaHne B WHMOPMaLMOHHOMW CUCTEME
WM  ee  CerMeHTax  pasfuyHbIX  TUMOB
obLecncTteMHOro, NPUKNagHoro n crneunanbHoro

NporpaMmmMHoOro obecneyveHus (cospgaHue
reTeporeHHoun cpeabl)

3nC.26 Mcnonb3oBaHMe NpUKIagHOro M chneumnanbHOro
NpPOrpamMmMHOro obecneyeHus, NMERLLINX

BO3MOXHOCTb  (PYHKLUMOHUPOBAHUSA B cpeaax
pasnnYHbIX ONepaunoHHbIX CUCTEM

3nC.27 CospaHue (amynaums) NOXHbIX
NHPOPMALMOHHBIX CUCTEM UMM UX KOMMOHEHTOB,
npefHa3Ha4YeHHbIX Aans oGHapyxeHus,

pernctpauuun n aHanusa JencTBUn HapyLlumTenen
B npouecce peanusauum yrpo3 6e3onacHocTu
MHopMaLnn

31nC.28 BocnpounsBegeHne noOXHbIX U (MNK) CKpbITUE
NCTUHHBIX OTAENbHbIX NHPOPMALMOHHbIX
TEXHOMOrnmn n (nnn) CTPYKTYPHO-
YHKUMOHANbHbIX XapaKkTepuUCTmK
NHOPMALMOHHON CUCTEMbI USIN €€ CEerMeHTOB,
obecneunBarollee HaBA3blBaHWE HapyLUUTENO
NOXHOrO npeacrasneHna o6 NCTUHHbIX
MHAPOPMALUMOHHBLIX  TeXHonormax un  (unu)
CTPYKTYPHO-(PYHKLMOHANbHbLIX XapakTepuctmkax
MHPOPMALIMOHHOW CUCTEMBI

31C.29 MepeBog WMHMPOPMALMOHHOM CUCTEMbI UNKN ee
YyCTPOUCTB (KOMMNOHEHTOB) B 3apaHee
onpeneneHHyto KOHcpUrypaumtio,

obecneuvBaroLyo 3aWnTy UHOpMauuu, B
criyyae BO3HWKHOBEHMM OTka3oB (cboeB) B

cucteme 3aLWmThI NHdopMaumn
MHPOPMaALMOHHOW CUCTEMbI
31C.30 3awmta MOOUNbHBbIX TEXHUYECKUX CpPeacTs, + + +

NpUMeHsieMbIX B MIHOPMALMOHHON CUCTEME

"+" - Mepa 3awuTbl WHpoOpMaumm BKAOYeHa B 06asoBbIM Habop Mep Ans
COOTBETCTBYHLLErO Krnacca 3aluLeHHOCTU NMHPOPMaLMOHHON CUCTEMBI.




Mepbl 3awmTbl MHGOPMaUMKM, He O0BO3HaAYEHHble 3HaKOM "+", MPUMEHSATCA Npu
apgantaumm 6asoBoro Habopa Mep M YTOYHeHUU aganTupoBaHHoro 6asoBoro Habopa mep, a
Takke npu paspaboTke KOMMEHCUPYKOLLMX Mep 3awuTbl MHpOpMauMm B MHGOPMAaLMOHHOM
CUCTeMe COOTBETCTBYIOLLErO Krnacca 3aLuLLEeHHOCTH.



